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Control type
Security Control Type
Control number	
Publication 4812 Control Number
Impact level
FIPS 199 Designation - "H"-High; "M"-Moderate; "L"-Low
Case number
Publication 4812 Control Identifier
Test case
Test procedure objective
Expected result
Detailed test procedures to follow for test execution
GSS or MA
Status
Reviewer to indicate if the test case passed, failed or is not applicable. Accepted values are Met, Not Met, Not Met – Repeat Issue, NA, RBD – with Doc and RBD – without Doc.
Artifacts & documentation
Document the evidence to support the test result for the test case
Implementation of control
As evidence, provide the following information for the following assessment methods:
1. Interview - Name and title of the person providing information. Also provide the date when the interview occurred and an indication of whether or not the information provided by the interviewee meets the test objective.
2. Examination - Provide the name, title, and date of the document referenced as the evidence. Also provide section number where the pertinent information is resident within the document (if possible) and an indication of how the document examined does or does not meet the test objective.
3. Test - Description of the condition observed during the test and how it does or does not meet the test objective.
 
If the test case is marked as N/A, then provide appropriate justification as to why the control is considered N/A.
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Control
Description
Status
General - Publication 4812
Has a contractor security representative been assigned for the contract from the contractor site?
Has the contractor submitted a State of Security Package to the COR?
Note: Ask for a copy of the SoS.
Control Name
Control Description
Control Enhancements
General - Pub 4812  
As part of the award process, the contractor is required to include an assigned Contractor Security Representative (CSR) and alternate CSR to all contracts requiring access to Treasury/bureau information, information technology and systems, facilities, and/or assets. The CSR is the contractor’s primary point of contact for the Government on all security-related matters and the person responsible for ensuring the security of information and information systems in accordance with the terms and conditions of the contract and all applicable security controls.
Control
Description
Status
CSSA - Publication 4812
Has a Contractor Statement of Security Assurance (CSSA) been provided to the COR and is there a copy available for review?
Control Name
Control Description
Control Enhancements
CSSA - Pub 4812  
Contractor Statements of Security Assurance (CSSA) that are completed by contractors, as described herein after provide the means for the contractor to make a preliminary assertion to the IRS as to its’ perceived level of conformity to security requirements.  Such assessments/assertions can provide contractors further insight into their own operating environments, and serve as one of the tools used to determine if and when a Contractor Security Assessment will be performed by the IRS on any given contract, in any given annual assessment cycle.
Control
Description
Status
CSPSA - Publication 4812
Has a Contractor Statement of Physical Security Assurance been provided to the COR and is there a copy available for review?
Control Name
Control Description
Control Enhancements
CSPSA - Pub 4812  
The CSPSA is the IRS security management approach to the Physical Security in proactively mitigating security risks. The CSPSA is a companion form to the CSSA and is also required as part of the SoS Package.
Control
Description
Status
AC-1
Access Control Policy and Procedures
Has the contractor site developed, disseminated, and periodically reviewed/updated policy and procedures to facilitate the implementation of the contractor approved access control policy and associated access controls that provide guidance on access to contractor managed IT assets?
Note: 1) Documentation must sufficiently describe policy and be in writing to meet the organizational goals
2) Must be issued or revalidated within the past year
3) Must be signed/issued as a published document
Control Name
Control Description
Control Enhancements
AC-1
Access Control Policy and Procedures
For all contractors who have IT assets, including information systems, or servers, the contractor shall develop access control policies and procedures. The contractor shall develop, document, disseminate, and review/update policies and procedures annually or if there is a significant change to ensure adequate access controls are developed and implemented. If the contractor site has fewer than ten employees, the policies and procedures shall be sufficient to identify the required controls, and how these shall be implemented and managed within the contractor’s environment.
Control
Description
Status
AC-2
Account Management
Has the organization established a person/team with the responsibility to create, disable and delete user accounts?
Are new accounts approved by management before their creation?
Are all accounts reviewed at least monthly to reconcile all accounts to ensure only authorized accounts are being used? 1. determine if someone added an unauthorized account using admin rights; 2) verify deletions were deleted, etc.
Are there Group/shared accounts? (IRS requires accounts to be uniquely assigned to individuals)? System accounts must also be documented.
Are accounts terminated for both temporary and emergency accounts after two business days.
Are inactive user accounts automatically disabled after 120 days?
Control Name
Control Description
Control Enhancements
AC-2
Account Management 
Any time there is more than one contractor using an IT asset, such as a server, network, or information system, the contractor shall configure the asset so that there is one unique account created and used for each employee who shall perform IRS work on that asset.
There shall be a procedure that briefly describes how these accounts shall be established, reviewed at least annually, modified, or deleted, as necessary. At a minimum, the contractor shall identify all personnel authorized to access the IT asset, including information system support personnel.
•  The contractor employs automated mechanisms to support the management of IT asset accounts.
•  The information system automatically terminates temporary and emergency accounts after two business days.
•  The information system automatically disables inactive accounts after 120 days.
•  The information system automatically audits account creation, modification, disabling, and termination actions and notifies, as required, appropriate individuals.
Control
Description
Status
AC-3 
Access Enforcement
Is there a process that documents how a contractor is approved prior to being allowed any access to the system?
Control Name
Control Description
Control Enhancements
AC-3
Access Enforcement
The contractor shall develop a process that demonstrates how contract employees are approved for access, prior to being authorized access to IT assets used for IRS work.
Control
Description
Status
AC-4
Information Flow Enforcement
Does the organization restrict the transmission of information outside of the system from being sent clear text, for example, ensuring routers are not set to "broadcast," and to ensure encryption is used when transmitting authentication credentials among system applications?
Control Name
Control Description
Control Enhancements
AC-4
Information Flow Enforcement
The contractor shall regulate where information is allowed to travel within an information system and between information systems (as opposed to who is allowed to access the information) and without explicit regard to subsequent accesses to that information.
Control
Description
Status
AC-5
Separation of Duties
Are roles established and defined to control how information is managed and controlled both inside and outside the IT assets, e.g. system administrator, database administrator, security administrator, etc.?
Are there separate persons/groups for system administration duties and any roles that are controlled within the system, such as:
-  management of system audit files
-  system administrator
-  developer
-  account administrator
-  backup administrator
Note: If there is a LAN environment, there needs to be a separation of duties: 1 person to assign permissions and 1 to review the system permissions periodically and to approve access
Control Name
Control Description
Control Enhancements
AC-5
Separation of Duties
The contractor shall establish appropriate divisions of responsibilities and separations of duties as needed to eliminate conflicts of interest.
Control
Description
Status
AC-6 
Least Privilege
Are contractor employees assigned access rights to only those required to perform their specific duties?
Are user rights controlled using the information system tools of that information system or IT asset?
Note: In situations, where data entry work is being performed, including collecting survey feedback, remittance processing, credit card processing, or other similar roles, workstations shall be configured to restrict access to information and data.
At a minimum, the following activities, privileges, or handling and processes shall be restricted:
Control Name
Control Description
Control Enhancements
AC-6 
Least Privilege
The contractor shall ensure that employees have access to only those rights required to perform their specific duties.  The user rights shall be controlled using the information system tools of that information system or IT asset.
In situations, where data entry work is being performed, including collecting survey feedback, remittance processing, credit card processing, or other similar roles, workstations shall be configured to restrict access to information and data.  At a minimum, the following activities, privileges, or handling and processes shall be restricted:
•  Administrative tools, including Event viewer, and information system utilities.
•  Command line access.
•  Ability to install software, including adding, removing, or modifying software, unless this is part of the job responsibilities.
•  File Transfer Protocol (FTP) or Telnet, (while FTP is a telecommunication issue, this shall be restricted in terms of least privilege as well). 
•  Local administrator rights on workstations.
•  Backup rights to either the information system and/or server, except to back up their personally assigned work information systems.
•  Elevated access to rights to the database software.
•  Access to saving files to either an electronic, optical, or other removable media including floppy devices or Universal Serial Bus (USB) devices.
Additionally, all returns and return information and other SBU information shall be partitioned within the information system and/or the IT environment of the contractor site, as appropriate, to ensure this sensitive information is not commingled with the information of any other party or entity, and is accessible only to authorized personnel who have received a favorably adjudicated background investigation and completed all required Security Awareness Training, and have a need to know or have access to the information.  Partitioning shall be accomplished with the use of routers & firewalls, and partitioned directories, controlled by user permissions.
•  The contractor explicitly authorizes access per IT asset defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information.
•  The contractor requires that users of IT asset accounts, or roles, with access to Security Functions including but are not limited to: establishing information system accounts, configuring access authorizations (i.e., permissions, privileges), setting events to be audited, and setting intrusion detection parameters, use non-privileged accounts, or roles, when accessing other information system functions, and if feasible, audits any use of privileged accounts, or roles, for such functions.
•  The contractor restricts privileged accounts on IT assets, applications, and databases to only those personnel who require access to perform job functions.
•  All actions performed on the system using privileged roles shall be audited to deter, detect, and report on potential misuse.
•  The configuration of the IT environment shall be controlled so that non privileged users cannot access and/or perform privileged roles.  As an example, a user should not be able to access the administrator functions of the IT environment.
Control
Description
Status
AC-7
Unsuccessful Login Attempts
Are accounts locked after 3 unsuccessful attempts within a 120 minute period?
The account is to remain locked until unlocked by a system administrator or authorized person or password reset program.
For CNET and CSOFT -Verify this using the Group Policy Object (GPO) or security policy definition - and not a user screen print.
Control Name
Control Description
Control Enhancements
AC-7
Unsuccessful Login Attempts
All IT assets must be configured to enforce a limit of three (3) consecutive invalid logon attempts by a user. Upon a third unsuccessful logon attempt, the user’s account shall be automatically locked. The account is to remain locked until unlocked by an information system administrator or authorized person (or password reset program).
Control
Description
Status
AC-8
System Use Notification
Is there a warning banner that states: there is a potential to be monitored; and there are consequences to misuse? 
Does the banner require acknowledgement (with an accept, carriage return, etc.) before being granted access? 
Has the content of the warning banner been approved by company counsel? 
(Note: if counsel has approved accept the content)
Control Name
Control Description
Control Enhancements
AC-8
System Use Notification
For publicly accessible applications or web hosting environments requiring user registration, the application or hosting environment shall (i) display the information system use information when appropriate, before granting further access; (ii) display references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such information systems that generally prohibit those activities; and (iii) include in the notice given to public users of the information system, a description of the authorized uses of the system.
For any information systems/applications being used, the information system or application shall display an IRS approved information system usage notification (e.g., warning banner) before granting information system access.  The warning banner shall state:  (i) no right to privacy; (ii) information system usage shall be monitored, recorded and subject to audit; (iii) unauthorized use of the information system is prohibited and subject to disciplinary actions, and (iv) that the use of the information system indicates consent to monitoring and recording.
Control
Description
Status
AC-11
Session Lock
Is the system configured to lock an account, once the account has been inactive after a period of time, i.e. 15 minutes?
Is the user required to authenticate to gain access from the session lock, either as an admin or as the user currently using the system?
Is the screen saver displayed in lieu of the employee's information while the screen is locked?
For CNET and CSOFT -Verify this using the Group Policy Object (GPO) or security policy definition - and not a user screen print.
Control Name
Control Description
Control Enhancements
AC-11
Session Lock
When a contractor uses an IT asset for IRS work, the IT asset shall be locked whenever the asset is left unattended.  When a session lock is established, the information system, or application shall remain locked until the user provides appropriate identification and authentication, e.g., entering the user name and password to get access to the live session. The session lock shall also take effect whenever the information system or application is left inactive for 15 minutes.
Control
Description
Status
AC-12 
Session Termination
Does the information system terminate the user session after 30 minutes of inactivity? 
Does a password-protected screen saver activate after 15 minutes of inactivity?
Control Name
Control Description
Control Enhancements
AC-12 
Session Termination
The contractor information system automatically terminates a user session after 15 minutes of inactivity.
Control
Description
Status
AC-14
Permitted Actions without Identification or Authentication
Is there a procedure that defines what sites may be accessed without authentication and authorization, e.g. public web sites and is the procedure used to control access to these documented, for example when authentication is required?
Control Name
Control Description
Control Enhancements
AC-14
Permitted Actions without Identification or Authentication
The contractor shall identify and document specific user actions that can be performed on the information system without identification or authentication and permits actions to be performed without identification and authentication only to the extent necessary to accomplish mission/business objectives. Examples of access without identification and authentication would be instances in which the contractor maintains a publicly accessible web site allowing users to access information on the site, without identifying themselves first.
Control
Description
Status
AC-17
Remote Access
At a minimum, is two-factor authentication required, such has a VPN used for remote access?
Is there a list maintained that identifies employees and processes that are able to be used to access the system remotely?
Control Name
Control Description
Control Enhancements
AC-17
Remote Access
Anytime a contractor allows an employee or IT support employees to remotely access the contractor’s IT environment, the connection must be secured using an encrypted vpn and a 2 factor authentication. NIST identifies a VPN as an internal network connection. The use of two-factor authentication requires the use of: 1) something they know, such as a password and 2) something they possess, such as a token card, to access the information system. A representation of two-factor authentication is the use of an Automated Teller Machine (ATM) card to obtain bank access.  All remote access to the asset shall be logged and monitored for unauthorized use.
•  All remote access to the IT environment shall be monitored.
•  The contractor information system implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions.
•  The information system routes all remote accesses through a limited number of managed access control points.
•  The contractor authorizes the execution of privileged commands and access to security-relevant information via remote access only for compelling operational needs and documents the rationale for such access in the security plan for the information system.
Control
Description
Status
AC-17
Remote Access
Can the following be verified?
(1) All remote access to the IT environment shall be monitored
(2) The contractor information system implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions.
(3) The information system routes all remote accesses through a limited number of managed access control points.
(4) The contractor authorizes the execution of privileged commands and access to security-relevant information via remote access only for compelling operational needs and documents the rationale for such access in the security plan for the information system.
Control Name
Control Description
Control Enhancements
AC-17
Remote Access
Anytime a contractor allows an employee or IT support employees to remotely access the contractor’s IT environment, the connection must be secured using an encrypted vpn and a 2 factor authentication. NIST identifies a VPN as an internal network connection. The use of two-factor authentication requires the use of: 1) something they know, such as a password and 2) something they possess, such as a token card, to access the information system. A representation of two-factor authentication is the use of an Automated Teller Machine (ATM) card to obtain bank access.  All remote access to the asset shall be logged and monitored for unauthorized use.
•  All remote access to the IT environment shall be monitored.
•  The contractor information system implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions.
•  The information system routes all remote accesses through a limited number of managed access control points.
•  The contractor authorizes the execution of privileged commands and access to security-relevant information via remote access only for compelling operational needs and documents the rationale for such access in the security plan for the information system.
Control
Description
Status
AC-18
Wireless Access
Do wireless networks use WPA 2 with AES.
For CNET and CSOFT -Is there a wireless policy that defines people and processes, authorized to use wireless connections?
Control Name
Control Description
Control Enhancements
AC-18
Wireless Access
As part of the wireless access, the contractor shall authorize, document, and monitor all wireless access to the information system, sufficient to allow all activities to be reconstructed.  Additionally, the contractor shall create and maintain documentation that defines wireless configurations, restrictions, and other related requirements. Guides to secure wireless access implementation for this control are contained in NIST SP 800-48 Revision 1 (Wireless Network Security for Institute of Electrical and Electronics Engineers (IEEE) 802.11a/b/g and Bluetooth) and NIST SP 800-97 (Establishing Wireless Robust Security Networks: A Guide to IEEE 802.11i). Wireless access shall be documented in the Security Plan, submitted to and approved by the IRS.
Contractors shall develop policies for any allowed portable and mobile devices, where these information systems contain SBU data. This includes the use of blackberry devices, cellular phones, iPhones, etc. The policies shall document the approved or disapproved use of mobile devices to connect to IT assets hosting IRS information.
Minimum physical security requirements must be met, such as keeping SBU information locked up when not in use.  Removable media also must be encrypted and labeled SBU information when it contains such information. For more information see the PE controls, section 21.2.3 Physical Security of Computers, Electronic, and Removable Media and section 20.4 Media Storage.
The information system protects wireless access to the information system using authentication and encryption.
Control
Description
Status
AC-19
Access Control for Mobile Devices
Are mobile devices such as a laptop provisioned with either full disk or container based encryption?
Note: Container-based encryption provides a more fine-grained approach to the encryption of data/information on mobile devices, including for example, encrypting selected data structures such as files, records, or fields.
For CNet and CSOFT -Does the contractor site document, monitor, and control all mobile devices that could potentially store IRS information? This should define policy on using devices, how user lists will be managed, controls required during use, etc.Note:  This includes wireless cards, Universal Serial Bus (USB) drives, Personal Digital Assistants (PDA), cellular phones, laptops, notebooks, etc.
Control Name
Control Description
Control Enhancements
AC-19
Access Control for Mobile Devices
When mobile devices are used to connect to contractor resources, automated procedures shall be developed to authorize, document, and monitor all device access to the contractor’s IT assets. Information shall be sufficient to enable all activities to be recorded and analyzed, as necessary.
For any contractors, who are managing IT applications, the contractor shall ensure that access to external information systems is controlled.
Electronic, optical and other removable media shall be kept in a secured area under the immediate protection and control of an authorized employee or locked up. When not in use, the media shall be promptly returned to a proper storage area/container. For more information see the PE controls, section 21.2.3 Physical Security of Computers, Electronic, and Removable Media.
Store SBU information on hard disks, but only if contractor-approved security access control devices (hardware/software) have been installed, are receiving regularly scheduled maintenance, including upgrades.
All mobile computing devices shall require and have full disk encryption. This includes, but is not limited to, IT resources, including computers, servers, laptop computers, removable Compact Disk (CD) and Digital Video Device (DVD) media, thumb drives, or any media that can be used to house IRS data that can be easily transported by an individual. All data that resides on removable media must be encrypted to comply with FIPS 140-2, Security Requirements for Cryptographic Modules. Servers are not mobile computer devices. Non-business personally-owned information systems shall never be used to handle IRS information.
Control
Description
Status
AC-20
Use of External Information Systems
Are PCS processing FTI restricted to business use only? You cannot have a personal computer for social networking and personal email that is also being used for processing FTI.
Does the company restrict or prohibit the use of organization-controlled portable storage devices on external information systems?Note: An external information system is one outside the direct control of the company.
Control Enhancements:
(1) The contractor permits authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information only when the organization:
(a) Can verify the implementation of required security controls on the external system as specified in the organization’s information security policy and security plan.
(b) Has approved information system connection or processing agreements with the organizational entity hosting the external information system.
(2) The contractor organization limits the use of organization-controlled portable storage media by authorized individuals on external information systems.
Control Name
Control Description
Control Enhancements
AC-20
Use of External Information Systems
External information systems are information systems or components of information systems that are outside of the authorization boundary established by the organization and for which the organization typically has no direct supervision and authority over the application of required security controls or the assessment of security control effectiveness.
The contractor shall ensure that only those IT assets identified for processing of IRS information shall be used in conducting IRS work. For purposes of this document, any IT assets not identified to the IRS as being in the scope of IRS work are considered external information systems. The contractor shall not use other external information systems within their home or business for the purpose of conducting IRS work.
If external information systems are required, trust relationships shall be established both logically and in writing. In addition, these external components shall be identified to the IRS.
Only IT assets that have been identified and authorized for IRS contract work can be used to handle or process IRS information. Privately owned (non-business) information systems, (e.g., family owned information systems) shall not be authorized or used to handle or process IRS information or work.
•  The contractor permits authorized individuals to use an external information system to access the information system or to process, store, or transmit organization-controlled information only when the organization:
(a) Can verify the implementation of required security controls on the external system as specified in the organization’s information security policy and security plan.
(b) Has approved information system connection or processing agreements with the organizational entity hosting the external information system.
•  The contractor organization limits the use of organization-controlled portable storage media by authorized individuals on external information systems.
Control
Description
Status
AC-21
Information Sharing 
New Control That Should Also Cover C and CSAT
Is the company sharing IRS SBU with other organizations such as sub-contractors - service providers?
If so, are the same access restrictions and approvals in place?
Control Name
Control Description
Control Enhancements
AC-21
Information Sharing 
The contractor facilitates information sharing by identifying the appropriate personnel who review and determine if the information being shared with a partner organization matches the contractor access requirements for the information being shared.
a. Employs automated mechanisms or manual processes to assist users in making information sharing/collaboration decisions.
Note: This requirement applies to information that may be restricted in some manner (e.g., privileged medical information, contract-sensitive information, proprietary information, personally identifiable information, classified information related to special access programs or compartments) based on some formal or administrative determination. Depending on the particular information-sharing circumstances, sharing partners may be defined at the individual, group, or organizational level. Information may be defined by content, type, security category, or special access program/compartment.
Control
Description
Status
AC-22
Publicly Accessible Content
Does the organization:
a. Designate individuals authorized to post information onto an organizational information system that is publicly accessible?
b. Train authorized individuals to ensure that publicly accessible information does not contain nonpublic information?
c. Review the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system?
d. Reviews the content on the publicly accessible information system for nonpublic information?
e. Ensure there is a defined process to correct and remediate situations where incorrect content is discovered.
Control Name
Control Description
Control Enhancements
AC-22
Publicly Accessible Content
The contractor organization also must designate individuals authorized to post information onto a publicly accessible information system; and train authorized individuals to ensure that publicly accessible information does not contain non-public information and to maintain the integrity of information of the web site.
Control
Description
Status
AT-1
Security Awareness and Training Policy and Procedures
Do security awareness Training policy and procedures exist documenting the need for all employees, sub contractors, and service providers to complete IRS mandatory awareness training?	
Control Name
Control Description
Control Enhancements
AT-1
Security Awareness and Training Policy and Procedures
Ensure all contractor employees who require access to IRS information or information systems, regardless of their physical location, complete the required Security Awareness Training. This applies to contractors working at contractor-managed facilities using contractor-managed IT assets.
This includes, but is not necessarily limited to, contractors or contractor personnel involved in any of the following activities:
•  Manage, program or maintain IRS information in a production environment. 
•  Manage or operate an information system or IT asset for tax administration purposes. 
•  Conduct testing or development of information or information systems for tax administration purposes. 
•  Provide information system administrative support.
Maintain and furnish, as requested, records of initial and annual training and certifications. Establish additional internal training, as needed (or as required under the terms of the contract), for personnel in the organization who require access to IRS information or information systems to perform under the contract.
Control
Description
Status
AT-2
Security Awareness
Has everyone with access to IRS data or assigned to the IRS project completed the IRS provided IT Security Awareness training including sub-contractors and service providers?
Must reconcile user list at site with cleared IRS list.
User list must reconcile with list of users at the contractor site and list of users, including all enterprise admins on the systems.
Control Name
Control Description
Control Enhancements
AT-2
Security Awareness
For each contractor employee assigned to a contract/order, the contractor shall submit confirmation of completed Security Awareness Training (using the form at the Mandatory Briefing web site or upon email request to CSM at csm@irs.gov), via email, to the COR and the CSM upon completion not later than ten (10) business days of starting work on the immediate contract/order.
Thereafter, each contractor employee assigned to the contract/order shall complete Security Awareness Training annually. The contractor shall submit confirmation of completed annual Security Awareness Training on all contractor employees assigned to this contract/order, via email, to the CO, COR, and the CSM upon completion or as requested by CSM (whichever date is earlier).
It is the responsibility of the contractor to ensure all briefing materials have been received, and distributed to contractor employees. This includes all active employees and subcontractors who provide support to the IRS contract, who are located remotely or on-site. The contractor is responsible for providing the list of all employees, who have completed training to the IRS. This briefing may be obtained by contacting csm@irs.gov.
Control
Description
Status
AT-3
Role Based Security Training
Has the contractor identified specific roles people have for performing IT work and have they been trained for this work?
Control Name
Control Description
Control Enhancements
AT-3
Role Based Security Training
Any contractor employee who has significant information technology (IT) security role or responsibilities shall demonstrate completion of IT security training (role-based) annually, including IT security training for all employees who access contractor-managed IT assets and systems that are used to handle/process IRS information.
Any contractor employee who has significant a IT security role or responsibilities shall demonstrate completion of IT security training (role-based) annually.
Control
Description
Status
AT-4
Security Training Records
Are training records available to support role-based training?
Control Name
Control Description
Control Enhancements
AT-4
Security Training Records
At the start of the contract,  the contractor must provide records of specialized training for all employees on the contract who have significant security related roles. Cross reference to 7.2.1
Records of all specialized role-based training shall be provided to the COR upon completion of the annually required training, within the FISMA year. The FISMA calendar year cycle begins July 1st of each year, a contractor employee performing under this contract in the role identified herein is required to complete specialized IT security, role-based training by June 1st of the following year and report the training to the COR.
Control
Description
Status
AU-1
Audit and Accountability Policy and Procedures
Does the contractor site develop, disseminate, and periodically review/update audit policies and procedures?
Note: There must be a documented policy stating that auditing will be collected.
Must be issued/validated within the past year.
Control Name
Control Description
Control Enhancements
AU-1
Audit and Accountability Policy and Procedures
Contractors shall develop, document, disseminate, and review/update every three (3) years or if there is significant change to audit procedures that define how auditing shall take place for the contractor site. The policy and procedures shall be sufficient to enable monitoring of IT assets, whenever more than one person has the capability to access these assets.
Control
Description
Status
AU-2
Auditable Events 
Are audit logs kept on the system for research of events?
Are these events being saved to use later?
Is the list of auditable events reviewed at least every 2 years?
Control Name
Control Description
Control Enhancements
AU-2
Auditable Events 
At contractor sites, auditing shall be accomplished to record and monitor access to IT assets, including, but not limited to access to:  routers, operating information systems, databases, remote access, and application programs. Audit records shall be sufficient to enable re-creation of information system related events.
The contractor shall identify and enable auditable events that shall allow the contractor to detect, deter, and report on suspicious activities. Examples of auditable events include the log on, and log off. The contractor reviews and updates the list of auditable events every two years.
Control
Description
Status
AU-3
Content of Audit Records
Does the information system and/or application programs capture sufficient information in audit records to establish what events occurred, time of event, the sources of the events, and the outcomes of the events? 
Note: Sufficient information will include but not be limited to event, date, time, user, success, or failure of event, privileged access, and copying, modifying, or deleting of significant files and/or directories. For Windows, this includes all events except processes tracking.
Control Name
Control Description
Control Enhancements
AU-3
Content of Audit Records
Audit records must contain sufficient information to, at a minimum, establish what type of event occurred, when (date and time) the event occurred, where the event occurred, the source of the event, the outcome (success or failure) of the event, and the identity of any user/subject associated with the event.
Examples of content that may satisfy this requirement are:  time stamps, source and destination addresses, user/process identifiers, event descriptions, success/fail indications, filenames involved, and access control or flow control rules invoked. The information system includes details to facilitate the reconstruction of events if unauthorized activity or a malfunction occurs or is suspected in the audit records for audit events identified by type, location or subject.
Control
Description
Status
AU-4
Audit Storage Capacity
Does the contractor site allocate sufficient audit record storage capacity and configure auditing to prevent such capacity being exceeded?
Note: The contractor should have procedures in place to periodically save the log files and saved off line.
Control Name
Control Description
Control Enhancements
AU-4
Audit Storage Capacity
Audit records shall be stored in off line storage, but shall be able to be retrieved and used, as necessary. Storage capacity shall be sufficient to enable storage management and retrieval of auditable events.
Control
Description
Status
AU-5
Response to Audit Processing Failures
In the event of an audit failure or audit storage capacity being reached, does the information system and/or application programs alert appropriate contractor site officials to enable appropriate action to take place to correct capacity limit and to ensure events are not lost, when capacity is reached?
Does the contractor have an action plan to take the following additional actions e.g., shutdown information system?
Note: Audit logs should be archived before being cleared and shall send an automated alert.
Control Name
Control Description
Control Enhancements
AU-5
Response to Audit Processing Failures
In the event that the audit records become full and/or auditing stops recording, the information system shall be configured, so that an alert is generated, and appropriate management is notified to take action to ensure audit record is retained and the information system is returned to normal operations. The contractor shall develop and implement an action plan that can be used in an audit processing failure.
Control
Description
Status
AU-6
Audit Review, Analysis, and Reporting
Does the contractor site regularly review/analyze audit records for indications of inappropriate or unusual activity, investigate suspicious activity or suspected violations, report findings to appropriate officials, and take necessary actions?
Are automated reporting tool(s) being used to support audit reviews? Event viewer would NOT be considered an automated reporting tool.
Control Name
Control Description
Control Enhancements
AU-6
Audit Review, Analysis, and Reporting
Automated reports shall be generated, and management or designated personnel shall review reports to identify unusual activity and take action, as necessary. The contractor shall document the timeframe for when they shall be conducting reviews.
For any compromise to IRS SBU information, this shall be identified as an information security incident, and reported to the IRS Situation Awareness Management Center at (866) 216-4809. See procedures in Incident Response and Incident Reporting section of this document.
•  The contractor employs automated mechanisms to integrate audit review, analysis, and reporting processes to support contractor processes for investigation and response to suspicious activities.
•  The contractor analyzes and correlates audit records across different repositories to gain contractor-wide situational awareness.
Control
Description
Status
AU-7
Audit Reduction and Report Generation
Does the information system and/or application programs provide an audit reduction and export generation capability?
Note: This requires that the organizational develop and publish user-friendly reports to enable organizational officials to review and respond to any audit-related events.
Does the organization use automated tools that provide the capability to process audit records for events of interest based on user query capabilities?
Control Name
Control Description
Control Enhancements
AU-7
Audit Reduction and Report Generation
Audit reports shall be developed, using a user readable format to enable a manager or designated official to readily identify significant events. These events shall be reviewed for unusual activities, suspicious activities or suspected violations, using after the fact auditing techniques.
The information system provides the capability to automatically process audit records for events of interest based on selectable event criteria.
Control
Description
Status
AU-8
Time Stamps
Does the information system and/or application programs provide time stamps for use in audit record generation?
For geographically dispersed systems, is there a universal authoritative source used to synchronize system times at least quarterly?
Control Name
Control Description
Control Enhancements
AU-8
Time Stamps
All audit records shall use an information system generated time stamp to capture the date and time of an event being captured.  For contractors with small information system networks (a small number of information systems, etc.), the time stamp is an inherited property within most auditing capabilities; however, the clock shall still be synchronized.  For networks that cross time zones, internal information system clocks shall be synchronized with an authoritative time source.
The information system synchronizes internal information system clocks at least quarterly with an authoritative time source.
Control
Description
Status
AU-9
Protection of Audit Information
Are specific individuals identified (roles) to review the audit logs?
Do the information system and/or application programs provide audit information and audit tools from unauthorized access, modification, and deletion?
For CNET and CSOFT -
Has a privileged group been established access to audit information and support systems? 
Note: It is best practice to have separate privileges established for Audit and System Administration functions.
Control Name
Control Description
Control Enhancements
AU-9
Protection of Audit Information
The contractor shall identify all individuals who are responsible for reviewing audit information. Additionally, access rights shall be restricted so that only authorized audit review employees have access to this information. The management and retention of all audit information must remain in control of the contractor identified in the IRS contract and safeguarded as SBU information
Control
Description
Status
AU-11
Audit Record Retention
Does the contractor site maintain for no less than 7 days the Log Data Online?
If the contractor has FTI stored on their system, does the contractor site retain on off-line storage audit logs for 7 years?
If the contractor has SBU other than FTI, does the contractor store on off-line storage audit logs for no less than 90 days?
Control Name
Control Description
Control Enhancements
AU-11
Audit Record Retention
Audit records must be retained for a period of seven (7) years, if there are returns or return information, for the purpose of providing support in after-the-fact investigations of security incidents. Copies shall be provided to the IRS, as necessary to investigate potential IRS impacted events.
Control
Description
Status
AU-12
Audit Generation
Does the information system:
a. Provide audit record generation capability for the list of auditable events defined in AU-2?
b. Allow designated organizational personnel to select which auditable events are to be audited by specific components of the system?
c. Generate audit records for the list of audited events defined in AU-2 with the content as defined in AU-3?
Control Name
Control Description
Control Enhancements
AU-12
Audit Generation
Auditing tools shall be in place to allow the contractor to generate reports to enable a review of audit events based upon specialized contractor needs. For example, if file directories have restricted access, a contractor shall choose to audit all accesses to that directory. As another example, the contractor shall wish to view all users who access an information system or network during non-authorized hours.
Information systems shall have the capability to generate audit records for the events and content as defined in 16.2 and 16.3. The information system shall have the capability to allow the selection of auditable events for specific information system components.
Control
Description
Status
CA-1
Security Assessment and Authorization Policies and Procedures
Is there a policy and procedure in place that identifies how a system or IT environment will be independently tested and validated to demonstrate security controls are in place, as originally defined and to identify potential weaknesses at least every year or when a major change has occurred?
Control Name
Control Description
Control Enhancements
CA-1
Security Assessment and Authorization Policies and Procedures
The contractor shall develop, document, disseminate, and review/update policies and procedures annually or if there is a significant change to ensure adequate policy and procedures are developed and implemented security assessment and authorization.
Control
Description
Status
CA-2
Security Assessments
Has an independent assessment been conducted to ensure that the IT environment is configured correctly and securely?
At a minimum, the environment should be tested using a standard solution, such as Microsoft, Norton to ensure that no significant vulnerabilities have been detected. 
For CNET and CSOFT environments SCAP compliant tools should be used.         
Control Name
Control Description
Control Enhancements
CA-2
Security Assessments
An independent assessment shall be conducted to validate that the security controls have been appropriately defined and are operating as intended for all IT assets. This assessment shall be conducted annually or when major changes have been made to the IT environment to ensure the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the IT environment. A security assessment plan shall be developed and a security assessment report shall be produced with the results of the assessment and that the report is to be provided to the IRS.
The contractor employs an independent assessor or assessment team to conduct an assessment of the security controls in the information system.
Control
Description
Status
CA-3
Information System Connections
Has the contractor identified to the IRS all IT resources connected to the contractor site used to support the primary contract or attached for other reasons?
Are these identified in the Security Plan provided to the COR?
How does the organization constrain information system connectivity to external domains (e.g., websites) by employing either the blacklisting or whitelisting method?
Control Name
Control Description
Control Enhancements
CA-3
Information System Connections
The contractor shall maintain a user authorization list that defines the external systems, individuals authorized to access the external system, and the user rights assigned to these individuals.
The contractor will allow-all, deny-by-exception; deny-all, permit-by-exception policy for allowing contractor IT assets to connect to external information systems.
Control
Description
Status
CA-5
Plan of Action and Milestones
Has an assessment been conducted? If so, do you manage the corrective actions required, using some sort of Plan of Action & Milestones?
Note: Ensure POAM from past security reviews and or self assessment are available for examination.
If an IRS review has been conducted has the contractor provided an updated POA&M to the COR quarterly?
Control Name
Control Description
Control Enhancements
CA-5
Plan of Action and Milestones
For any security reports issued to the contractor, including internal independent reviews, the contractor is responsible for developing a POA&M that identifies corrective actions and/or mitigating controls for any identified vulnerabilities.
POA&Ms shall be provided to the COR or delegate quarterly, demonstrating progress made toward weakness remediation.
Control
Description
Status
CA-6
Security Authorization
Has the company owner, or high level official certified this has been tested and authorize the system or IT environment for operation?	
Control Name
Control Description
Control Enhancements
CA-6
Security Authorization
The identified senior official is responsible for authorizing the information system prior to it being put into operation. By authorizing an information system to operate, the senior official is accepting the risk for the information system. The senior official ensures the information systems security authorization is reviewed and updated every 3 years or when a significant change to the information system occurs.
Control
Description
Status
CA-7
Continuous Monitoring
Does the organization monitor the security controls in the information system on an ongoing basis?
What tools are used to support continuous monitoring?
Is there evidence of reports and procedures to demonstrate this is being done at least monthly? 
Do the procedures have an escalation/correction process for non-compliance?
Control Name
Control Description
Control Enhancements
CA-7
Continuous Monitoring
All contractors shall establish a continuous monitoring strategy. The monitoring strategy shall implement a monitoring program that includes a configuration management process, a security impact analysis of changes to an information system, and ongoing security control assessments. Monitoring must be sufficient to demonstrate that the implemented security controls are functioning as intended. At a minimum annually, the security state of the information system shall be reported to the appointed COR.
The contractor shall monitor the security controls, in accordance with the defined configurations at least monthly to identify any controls that may not be compliant. In addition, when controls are identified as non-compliant, these shall be brought into compliance within a 24 hour period.
Control
Description
Status
CA-9
Internal System Connections
Has the organization defined configuration standards for attached devices such as printers, scanners, BYODs?
Control Name
Control Description
Control Enhancements
CA-9
Internal System Connections
The contractor authorizes any internal connections of to the IT assets processing IRS sensitive information and documents the interconnection characteristics, security requirements, and the type of information transmitted between the IRS assets and other internal contractor information systems.
Control
Description
Status
CM-1
Configuration Management Policy and Procedures
Does the company have a policy or procedure that identifies who will make changes to the IT environment and/or applications and how changes and system information will be documented that is updated periodically? Note: 3 year
Control Name
Control Description
Control Enhancements
CM-1
Configuration Management Policy and Procedures
The contractor shall develop, document, disseminate, and review/update the Configuration Management policies and procedures annually or if there is a significant change to ensure adequate policy and procedures are developed and implemented.
Control
Description
Status
CM-2
Baseline Configuration
Is there a documented baseline inventory that identifies all software, including version numbers and all system/security configurations that have been applied to the IT assets, including for computers, routers, etc.? This would be similar to the COE settings in the IRS.
For CNet and CSOFT -Is the configuration applied in any test environment being used?
Is a prior baseline configuration available, as part of a potential rollback need?
Is there a network diagram available that documents the devices being used in the environment?
Control Name
Control Description
Control Enhancements
CM-2
Baseline Configuration
The contractor shall develop, document, and maintain a current baseline configuration for all IT assets. This inventory shall include all databases, applications, etc. that are being used as part of the baseline configuration for servers, routers, workstations, etc. All baselines shall be reviewed at least annually.
•  The contractor reviews and updates the baseline configuration of the information system:
(a) Annually,
(b) When required due to a significant change, and
(c) As an integral part of information system component installations and upgrades.
•  The contractor retains older versions of baseline configurations as deemed necessary to support rollback.
•  The contractor shall develop and maintain a baseline configuration. If the contractor uses a test environment, the contractor shall also develop and maintain a baseline configuration for the test environment manage the test environment independently from the primary environment.
Control
Description
Status
CM-3
Configuration Change Control
When changes are made to an application or information system to upgrade software, hardware, etc. is there a decision-making process that shows how the new changes were identified and approved?
Are new changes tested and documented before going into production?
Control Name
Control Description
Control Enhancements
CM-3
Configuration Change Control
The contractor shall develop and implement a change control process. This process shall ensure that all changes are approved, tested, documented, and published, using a change control log, available for review. This log shall be retained using automated tools, such as electronic spreadsheets, databases, etc.
The contractor shall develop and maintain a change management process to ensure all changes introduced into the environment are documented, reviewed for approval, and maintained using a standard operating procedure/process.
The contractor tests, validates, and documents changes to the information system before implementing the changes on the operational information system.
Control
Description
Status
CM-4
Security Impact Analysis
Has the contractor site monitored changes to the information system and/or application programs and conducted security impact analyses to identify and document the impact of the changes? 
Control Name
Control Description
Control Enhancements
CM-4
Security Impact Analysis
When contractors are involved in application or information system development, the contractor shall develop a process to assess all information system or application changes to determine if there is any impact to the security controls that shall be created by the change.
Control
Description
Status
CM-5
Access Restrictions for Change
Is there a process used to control who can physically and logically make changes to the application libraries or to the software environment?
Control Name
Control Description
Control Enhancements
CM-5
Access Restrictions for Change
The contractor shall ensure that permissions are applied to the information systems and applications to ensure that only authorized personnel shall make changes to the information systems and applications. All changes made to the information system or application shall be documented. The access restrictions are also physical restrictions.
Control
Description
Status
CM-6
Configuration Settings
What automated tools are used to ensure adherence to the security configuration baseline identified in CM-2?
Note: The Security Content Automation Protocol (SCAP) and the defined standards within the protocol (e.g., Common Configuration Enumeration) provide an effective method to uniquely identify, track, and control configuration settings. 
Are deviations submitted to the CO/COR for approval?
For CNET and CSOFT - 
How does the organization take action on high risk vulnerabilities identified on the SCAP reports?
Is there a defined process in place to address any required deviations?
Control Name
Control Description
Control Enhancements
CM-6
Configuration Settings
The contractor shall establish a baseline of all security configurations that shall be applied to the IT environment.  Automated tools shall be used to ensure compliance with the IT security configurations.  Automated tools shall include any of those identified in section 14.2, CA-2 or any of those identified by NIST (see Table 3:  Security Configuration Tools.)
The contractor shall document all deviations from the standard security controls and ensure these are brought into compliance using a standard configuration process.
Control
Description
Status
CM-7
Least Functionality
Are IT devices configured to limit the use of devices to the least functionality required?
As practicable, does the organization limit component functionality to a single function per device (e.g., email servers or web servers, but not both)?
Is there a process to review potentially at risk services and identified which will be allowed by the organization, such as auto-execute commands?
Note that IRS already uses VoIP, chat (OCS) and remote desktop so we need to ensure we're not suggesting these types of things are unnecessary. Has the organization reviewed and disabled unnecessary services such as (Voice Over Internet Protocol, Instant Messaging, auto-execute, and file sharing)?
Has the organization disabled unused or unnecessary physical and logical ports/protocols (e.g., Universal Serial Bus, File Transfer Protocol, and Hyper Text Transfer Protocol)?
Control Name
Control Description
Control Enhancements
CM-7
Least Functionality
All IT assets shall be restricted to ensure that least functionality is restricted so that the information system shall only have essential capabilities for ports, protocols and services. Employees performing data entry would not require Information System Administrator or elevated privileges.
Protocols, Services and Logical Ports that shall be restricted shall include but are not limited to FTP, Telnet, Structured Query Language (SQL) services enabled on non-SQL servers, and USB ports. In addition, the contractor shall review the information system at least monthly to identify and eliminate unnecessary functions, ports, protocols, and/or services.
The contractor shall organization ensures compliance with all defined requirements related to functions, ports, protocols, and services.
The contractor shall identify all programs authorized to be used in the IT environment. This list must be updated as changes are made and reviewed periodically to ensure the list is current, at least quarterly. The contractor shall also define those programs not authorized to be used in the IT environment.  By default, the contractor shall maintain the most restrictive permissions and use of programs.
Control
Description
Status
CM-8
Information System Component Inventory
Is there an inventory of all computer devices, telecommunication components, and applications being used to process IRS information?
For CNET and CSOFT -
Is there a process/automated tool to identify new IT media to enable detection of hardware/software connected without authorization?
Is there a process to disconnect unauthorized hardware/software?
Does the State of Security (SoS) and contractor documentation fully document the system boundary and all components of the boundary?
Control Name
Control Description
Control Enhancements
CM-8
Information System Component Inventory
The contractor shall develop and maintain an inventory of all hardware, software, and removable media to support IRS work. The inventory shall include inventory serial number, description of the inventory item, owner of the inventory item, date placed in inventory, and date inventory was validated.  At a minimum, the inventory shall be reviewed and reconciled annually. Inventory shall be sufficient to enable recovery of IT assets that are identified as lost, stolen, or disclosed.
•  The contractor updates the inventory of information system components as an integral part of component installations, removals, and information system updates.
•  The contractor:
(a) Employs automated mechanisms  to detect the presence of unauthorized hardware, software, and firmware components within the information system; and
(b) Takes the following actions when unauthorized components are detected: disables network access by such components; isolates the components; notifies appropriate officials.
•  The contractor verifies that all components within the authorization boundary of the information system are either inventoried as a part of the information system or recognized by another information system as a component within that information system.
Control
Description
Status
CM-9
Configuration Management Plan
Does the organization develop document, and implement a configuration management plan for the information system that:
a. Addresses roles, responsibilities, and configuration management processes and procedures?
b. Defines the configuration items for the information system and when in the system development life cycle the configuration items are placed under configuration management?
c. Establish the means for identifying configuration items throughout the system development life cycle and a process for managing the configuration of the configuration items?
Control Name
Control Description
Control Enhancements
CM-9
Configuration Management Plan
At a minimum, the contractor shall define all items being managed under the configuration plan, manage the configuration plan as well as the configuration items, and protect the configuration management plan from unauthorized disclosure and/or modification.
Control
Description
Status
CM-10
Software Usage Restrictions
Does the organization track the use of software and associated documentation protected by quantity licenses to control copying and distribution?
Does the organization have documented controls for the use and control of peer-to-peer file sharing technology and open source technology?
Control Name
Control Description
Control Enhancements
CM-10
Software Usage Restrictions
The organization uses software and associated documentation in accordance with contract agreements and copyright laws; tracks the use of software and associated documentation protected by quantity licenses to control copying and distribution; and controls and documents the use of peer-to-peer file sharing technology to ensure that this capability is not used for the unauthorized distribution, display, performance, or reproduction of copyrighted work.
Control
Description
Status
CM-11
User-Installed Software
If users are allowed to install and procure software, is there a list of approved vendors/suppliers? 
Is there a process to notify management of unauthorized user installations of software?
Control Name
Control Description
Control Enhancements
CM-11
User-Installed Software
The contractor shall develop and manage a process to apply all software changes to the environment. Software must be monitored monthly to ensure that the approved software is operational and that no other software has been introduced into the environment
Control
Description
Status
CP-1
Contingency Planning Policy and Procedures
Are there documented Contingency Planning policies or procedures?
Must be issued/validated within the past year.
Control Name
Control Description
Control Enhancements
CP-1
Contingency Planning Policy and Procedures
All contractors shall develop, document, disseminate, and review/update a policy and procedure, every three (3) years or if there is a significant change, that define the company requirements that shall be addressed in terms of IT Contingency Planning. The policies and procedures shall be sufficient to address the planning elements required for a particular contractor site. Policies and procedures shall address the need to identify essential business functions supported, provide restoration priorities and identify contingency roles and responsibilities.
Control
Description
Status
CP-2
Contingency Plan
Is there a documented Contingency Plan that defines roles and responsibilities, critical business processes, recovery time objectives to ensure ability to recover operations to provide for IRS work?
Is the plan communicated and approved by the IRS?
Note: Plan shall be scaled to the size of the organization and/or IT infrastructure.
Control Name
Control Description
Control Enhancements
CP-2
Contingency Plan
All contractors shall develop Contingency Plans to address IT and Physical Security planning. These shall identify key business functions provided to the IRS, alternate work sites, alternate resources, contact information, and identify the Recovery Time Objective (RTO) and the Recovery Point Objective (RPO). The plans shall document the activities associated with restoring all IT assets, including information systems, and applications after a disruption or failure. As part of the CP, an Occupant Emergency Plan (OEP) shall be included to address occupant safety and security procedures, in the event of an emergency. The OEP should be shared with all employees who have work related to the IRS contract or any impacted employees. The plan shall be reviewed and updated as necessary but at least annually.  Periodically, but at least annually, the contractor must conduct OEP drills, documenting the results and incorporating lessons learned into the OEP plan.
The contractor shall distribute copies of the contingency plan to key personnel who are responsible for implementing the contingency plan ensuring updates are communicated.
The contingency planning document shall be safeguarded as this will be considered SBU information.
•  The contractor coordinates contingency plan development with contractor elements responsible for related plans.
•  The contractor plans for the resumption of essential missions and business functions within a specified period of time upon contingency plan activation.
•  The organization identifies critical information system assets supporting essential missions and business functions.
Control
Description
Status
CP-3
Contingency Training
Has training been provided to those having an assigned roles and responsibilities in the execution of the contingency plan at least annually?
Control Name
Control Description
Control Enhancements
CP-3
Contingency Training
The contractor shall train personnel in their contingency roles and provide refresher training at least annually.
Control
Description
Status
CP-4
Contingency Plan Testing and Exercises
Has the site conducted a test/exercise of the IT Contingency Plan, at least annually?
Needs to include walk-through, tabletop exercises, checklists, simulations) to enable lessons learned to be identified and incorporated into IS CP Plans.
Control Name
Control Description
Control Enhancements
CP-4
Contingency Plan Testing and Exercises
All Contingency Plans shall be tested at least annually. For all IRS FISMA-reportable information systems, the IRS shall develop and implement a test plan. The contractor shall develop and test a plan to ensure that operations can be restored. The contractor will review the contingency plan results and initiate corrective actions, if needed.
The contractor coordinates contingency plan testing and/or exercises with contractor elements responsible for related plans.
Control
Description
Status
CP-6
Alternate Storage Site
Is backup data on mobile media encrypted?
Is the alternate storage site located geographically distant to enable the data/system to be recovered and restored?
If backup location is located in an area that could present accessibility problems, e.g. earthquake area, has this been factored into the recovery of operations?
If backup data is lost or damaged, is there a capability to recreate that data?
Control Name
Control Description
Control Enhancements
CP-6
Alternate Storage Site
In the event information shall be recovered, all contractors shall identify an alternate storage site to retain backup media. All backup data that contains SBU information shall be encrypted.
The contractor is responsible for providing an alternate site for the storage of backup data. The alternate storage site shall be geographically separated from the contractor site to enable recovery of operations.
The alternate storage site provides information security safeguards equivalent to that of the primary site.
•  The contractor identifies an alternate storage site that is separated from the primary storage site so as not to be susceptible to the same hazards.
•  The contractor identifies potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster and outlines explicit mitigation actions.
Control
Description
Status
CP-7
Alternate Processing Site
Is there an alternate site that would be used, if the primary work site could not be used?
Has this been identified in the documented in the plan?
Are priority-of-service arrangements referenced in the written agreement?
Is the alternate processing site geographically different from the primary site so both are not impacted by the same disaster?
Control Name
Control Description
Control Enhancements
CP-7
Alternate Processing Site
The contractor shall ensure that the equipment and supplies required to resume operations at the alternate site are in place, or that required equipment/supplies are made available within specified timeframes to avoid unacceptable delays in the delivery of contracted services. The IT personnel, personnel, and physical security controls shall be commensurate with the sensitivity of the information being restored, and with the security of the original processing site.
The contractor shall safeguard IT assets and information at the alternate site using equivalent security controls as used at the primary site.
•  The contractor identifies an alternate processing site that is separated from the primary processing site so as not to be susceptible to the same hazards.
•  The contractor identifies potential accessibility problems to the alternate processing site in the event of an area-wide disruption or disaster and outlines explicit mitigation actions.
•  The contractor develops alternate processing site agreements that contain priority-of-service provisions in accordance with the contractor’s availability requirements.
Control
Description
Status
CP-8
Telecommunications Services
Does the IT Contingency Plan include plans to ensure telecommunications agreements are in place at the alternative site, including network services and personnel to support the network services?
Control Name
Control Description
Control Enhancements
CP-8
Telecommunications Services
The contractor shall ensure that the alternate processing site has the necessary telecommunications services needed to support the information systems, so as to resume operations within specified timeframes.
•  The contractor:
(a) Develops primary and alternate telecommunications service agreements that contain priority of-service provisions in accordance with the contractor’s availability requirements.
(b) Requests Telecommunications Service Priority for all telecommunications services used for national security emergency preparedness in the event that the primary and/or alternate telecommunications services are provided by a common carrier.
•  The contractor obtains alternate telecommunications services with consideration for reducing the likelihood of sharing a single point of failure with primary telecommunications services.
Control
Description
Status
CP-9
Information System Backup
Are backups made for both the data files and system files?
Is the recovery of backup data tested at least every six months?
For CSoft -When IT transaction processing operations are supported that require an Recovery Point Objective (RPO)/Recovery Time Objective (RTO), are intra-day backups being made and tested to verify integrity and availability of media to enable restoration?
Control Name
Control Description
Control Enhancements
CP-9
Information System Backup
For contractors with information systems, in order to achieve the RPO and the RTO of the business customer, the contractor shall back up data contained in the information systems to enable contractors to provide continuous support to IRS. Backups include user-level information, system-level information, and SBU information. The contractor shall test backup restoration capability to ensure information could be recovered, as necessary. The contractor will protect the confidentiality, integrity, and availability of backup information at storage locations.
The contractor tests backup information semi-annually to verify media reliability and information integrity.
Control
Description
Status
CP-10
Information System Recovery and Reconstitution
Is there a plan that can be used to recover IRS data and has this been tested?
If IRS information is stored in a DB system such as (Oracle, MS SQL), is the rollback functionality available?
Control Name
Control Description
Control Enhancements
CP-10
Information System Recovery and Reconstitution
The contractor shall ensure there are procedures in place to provide for the recovery and reconstitution of any IT assets or information system to a known state after a disruption, compromise, or failure. The contractor shall test backup restoration capability to ensure information could be recovered, as necessary. This control moves beyond table top exercises to ensure that data can be recovered from backup media, as necessary.
The information system implements transaction recovery for information systems that are transaction-based.
Control
Description
Status
IA-1
Identification and Authentication Policy and Procedures
Has the contractor developed and distributed  identification and authentication policies and procedures to document  how access to IT resources are controlled, including roles & responsibilities, specific controls, etc. at least every year?
Control Name
Control Description
Control Enhancements
IA-1
Identification and Authentication Policy and Procedures
The contractor shall develop policies and procedures that describe how identification and authentication shall be managed. Policies and procedures shall be developed, documented, disseminated, and reviewed/updated annually or if there is a significant change to facilitate implementing identification and authentication of security controls.
Control
Description
Status
IA-2
Identification and Authentication (Organizational Users)
Are passwords and user names required to access the system?
For CNET and CSOFT -Has the information system implemented replay-resistant authentication mechanisms for network access to privileged accounts?Note: Replay-resistant techniques include, for example, protocols that use nonces or challenges such as Transport Layer Security.
Is multifactor authentication used for VPN account access?
Note: Remote access is defined as access to an organizational information system by a user (or a process acting on behalf of a user) communicating through an external network (e.g., the Internet or Virtual Private Network (VPN).
Control Name
Control Description
Control Enhancements
IA-2
Identification and Authentication (Organizational Users)
For access to any IT asset by contractor users (including contractors), a contractor shall require identification and authentication to access this asset. Typically this is known as a user name and password. Authentication shall be accomplished using standard methods such as passwords, tokens, smart cards, or biometrics.
•  The information system uses multifactor authentication for network access to privileged accounts.
•  The information system uses multifactor authentication for network access to non-privileged accounts. 
•  The information system uses multifactor authentication for local access to privileged accounts.
•  The information system uses replay-resistant authentication mechanisms for network access to privileged accounts.
•  The information system implements multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access and the device meets strength of mechanism requirements.
•  The information system accepts and electronically verifies Personal Identity Verification (PIV) credentials.
Control
Description
Status
IA-3
Device Identification and Authentication
Does the information system and/or application programs identify and authenticate specific devices before establishing a connection?
Examples of approved mechanisms and protocols include, but are not limited to, the following:
•  Media Access Control (MAC) address filtering, which provides basic filtering based on Open Systems Interconnection (OSI) Layer 2 (Data Link Layer) address information. This control is appropriate for implementation within information systems categorized as low on a wired network for limited-use devices, or devices with limited functionality, such as VoIP phones.
•  Vendor-specific solutions such as Cisco’s Port Security, which provide basic identification and authentication for devices in a wired network on a per-port basis. This control is appropriate for implementation on a wired network in an information system categorized low or moderate.
•  Wi-Fi Protected Access 2 (WPA2) in combination with MAC filtering. This control is appropriate for implementation on a wireless network in an information system categorized as low or moderate.
Control Name
Control Description
Control Enhancements
IA-3
Device Identification and Authentication
The contractor shall ensure that information systems uniquely identify and authenticate all devices before allowing a connection to the contractor’s network. Examples of devices that would be connected to the network include laptops and workstations. Common device identifiers such as Media Access Control (MAC), Internet Protocol (IP), or device-unique token identifiers shall be used, to identify machine and device names.
Control
Description
Status
IA-4
Identifier Management
Does the contractor site manage user identifiers by (i) uniquely identifying each user?
For CSAT CNET and CSOFT -(ii) verifying the identity of each user; (iii) receiving authorization to issue a user identifier from an appropriate contractor site official; (iv) ensuring that the user identifier is issued to the intended party: (v) disabling user identifier after 120 days of inactivity; and (vi) archiving user identifiers?
Is there a process used and procedures established to issue and manage user accounts and other mechanisms used to access the system?
Are unique accounts established and procedures in place so that these accounts are not re-used, once an employee departs the organization?
Are user groups established to control what access is allowed by ""roles""?
Are roles defined for each user group in the system?
Are user accounts deactivated after 120 days of non-use?
Are privileged accounts disabled after 60 days of inactivity?
Control Name
Control Description
Control Enhancements
IA-4
Identifier Management
The contractor shall manage all identifiers, e.g. user names, for either IT systems or IT assets to include the following:
a. Establishing user accounts, only after receiving authorization from an individual assigned and authorized to approve new user accounts, user roles, groups, etc.
b. Ensuring that users groups establish a naming convention to enable management to understand the creation and management of user accounts, groups, etc. Examples of user group names would be:
•  Alpha Company Admin Group
•  Alpha Company Help Desk Group
c. Ensuring that there is a clear list of roles that defines the work performed by a user group.
d. Ensuring that user names, or similar accounts cannot be reused. This will enable auditing to be accomplished for the seven (7) year period while ensuring all activities are only associated with a single user account.
e. Ensuring that user accounts are automatically disabled, after not being used for a period of 120 days.
f. Ensuring that privileged accounts, e.g., system administrator, are disabled after 60 days of inactivity.
Control
Description
Status
IA-5
Authenticator Management
This control should apply to all levels in 4812 Rev 1 to at least require strong passwords 
Is there a process to provide a user a new password so that the password is not transmitted clear text?
Are complex passwords required?
Are passwords required to be changed at least every 90 days?
Are passwords remembered for the last 24 times?
Are default passwords prohibited?
Does new system access require the change of a temporary password?
Is there a policy to ensure a maximum password life is in place, when account is not being used?
non admin accounts: 120 days to disable; 240 days to quarantine; 365 to remove account
admin accounts: 60 days to disable; 90 days to quarantine; 365 to remove account
These are all configurations that can be viewed in the Windows Policy Checker or SCAP tools. If these are within a domain, you must validate through the Group Policy Object on the domain controller/enterprise domain controller.
- Ensuring organizations are reviewed periodically so that users are migrated to new or changed organizations.
Most of these settings will be displayed in the policy checker under user account policy and the security policies.
include passwords - Individual authenticators include, for example, passwords, tokens, biometrics, PKI certificates, and key cards.Include USGCB or FDCC parameters for password.Include pki reqs - (2) AUTHENTICATOR MANAGEMENT | PKI-BASED AUTHENTICATION
The information system, for PKI-based authentication:
(a) Validates certifications by constructing and verifying a certification path to an accepted trust anchor including checking certificate status information;
(d) Implements a local cache of revocation data to support path discovery and validation in case of inability to access revocation information via the network. - Very Important
Control Name
Control Description
Control Enhancements
IA-5
Authenticator Management
When passwords or other authenticators are issued for access to information systems and/or applications, IT management shall establish a practice so that the password is received and only able to be used by the authorized individual. User authenticators include, for example, passwords, tokens, biometrics, Public Key Infrastructure (PKI) certificates, and key cards. Device authenticators include, for example, certificates and passwords.
When issuing passwords, the passwords shall be for a specific use, e.g. a specific information system or application, and distributed as such. All passwords shall be delivered to the user in a secure manner. Passwords shall never be transmitted in clear text during transmission.
If passwords are being used, they shall be complex. If other authenticators are being used including tokens and certificates they shall meet the requirements. A strong password contains a combination of upper and lower case alphanumeric characters, numbers, and special characters.  Passwords shall be configured so they cannot be reused.  Password changes shall remember the last 24 passwords prior to allowing reuse of the passwords. A new password shall be changed every 90 days. Other authenticators, including tokens and certificates shall meet requirements identified in the password management controls.
When passwords are lost, the contractor shall ensure there is a process to manage lost passwords to ensure information is not compromised. All vendor passwords or passwords issued with the information systems and applications shall be changed, including any default passwords.
Employees shall be trained on the proper handling of individual passwords to prevent unauthorized use or modification.
•  The information system, for password-based authentication:
(a) Enforces minimum password complexity.  Passwords must contain a minimum of eight (8) characters and must contain a combination of letters, numbers, and special characters.
(b) Enforces at least one character when new passwords are created.
(c) Encrypts passwords in storage and in transmission.
(d) Enforces password minimum lifetime restrictions of one (1) day and ninety (90) day maximum.
(e) Prohibits password reuse for 24 generations.
(f)  Allows the use of a temporary password for system logons with an immediate change to a permanent password.
•  The information system, for PKI-based authentication:
(a) Validates certificates by constructing a certification path with status information to an accepted trust anchor. 
(b) Enforces authorized access to the corresponding private key. 
(c) The contractor shall ensure that the IT system used to authenticate employees has a backup mechanism able to assume authentication responsibilities in a timely manner if the primary authentication device fails.
(d) Implements local storage of revocation data to support path discovery and validation in the event that revocation data is unavailable via the primary storage location on the network.
(e) The contractor requires that the registration process to receive HSPD-12 Smart Cards be carried out in person before a designated registration authority with authorization by a designated contractor official (e.g., a supervisor).  Note this only applies, when contractors are also accessing IRS systems and/or facilities.
• The information system, for hardware token-based authentication, employs mechanisms that satisfy token quality requirements.
Control
Description
Status
IA-6
Authenticator Feedback
When the user authenticates with a password or other code, is this information protected/obscured so that it does not display clear text on the screen?
Control Name
Control Description
Control Enhancements
IA-6
Authenticator Feedback
When a password or other authentication mechanism is used, the information system or application shall generate non-readable characters, such as asterisks to prevent this information from being viewed by an unauthorized individual.
Control
Description
Status
IA-7
Cryptographic Module Authentication
If cryptographic modules are used, are they on the approved list located athttp://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
Does the system perform all cryptographic operations, if applicable (including key generation) using Federal Information Processing Standards (FIPS) 140-2 validated cryptographic modules operating in approved modes of operation?
Control Name
Control Description
Control Enhancements
IA-7
Cryptographic Module Authentication
When contractors are employing cryptographic modules for authentication, the encryption modules shall be compliant with NIST guidance (i.e., FIPS 140-2).
Control
Description
Status
IA-8
Identification and Authentication 
(Non-Contractor Users) 
Does the information system uniquely identify and authenticate non-organizational users?
Control Name
Control Description
Control Enhancements
IA-8
Identification and Authentication 
(Non-Contractor Users) 
For any contractor who develops or manages public facing web servers, which require authentication, the contractor shall ensure that non-contractor users are uniquely identified and authenticated.
Control
Description
Status
IR-1
Incident Response Policy and Procedures
Is there a policy that states all incidents related to the handling and processing of IRS information and is it updated at least annually?
Control Name
Control Description
Control Enhancements
IR-1
Incident Response Policy and Procedures
The contractor shall develop, document, disseminate, and review/update policies and procedures annually or if there is a significant change to detect and report all incidents, as these relate to IRS work.
Control
Description
Status
IR-2
Incident Response Training
Has your company staff been trained to report incidents to the IRS?
Note: This may be answered yes if all employees have completed the annual IRS IT Awareness Training module provided by the IRS and notified the IRS of completion status.
Control Name
Control Description
Control Enhancements
IR-2
Incident Response Training
All contractor employees shall be trained on incident response and reporting procedures at least annually to understand their responsibilities on reporting security related incidents (unless required otherwise in the contract, this can be satisfied by completing the annual security awareness training).
Control
Description
Status
IR-3
Incident Response Testing
Has the contractor site tested the incident response capability for the information system and/or application programs at least annually, using defined tests and exercises, to determine the incident response effectiveness and documented the results?
Control Name
Control Description
Control Enhancements
IR-3
Incident Response Testing
The contractor shall annually test and/or exercise the incident response capability to ensure the policies and procedures continue to function, as intended. At a minimum, testing shall ensure that the reporting phone numbers identified in contractor procedures are accurate. The contractor employs automated mechanism to more thoroughly and effectively test incident response capability.
Control
Description
Status
IR-4
Incident Handling
Has the contractor site implemented an incident handling capability for security incidents that includes preparation, detection, analysis, containment, eradication, recovery? Are all incidents reported to IRS within the hour as part of the capability?
Control Name
Control Description
Control Enhancements
IR-4
Incident Handling
The contractor shall implement an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery AND reporting to IRS within the hour as part of the capability.
Contractors shall routinely track and document security incidents potentially affecting the confidentiality of SBU data. Where contractors rely on IT technical support, the contractors shall ensure the IT support teams address the need to manage and track incidents. The contractor employs automated mechanisms to support the incident handling process.
Control
Description
Status
IR-5
Incident Monitoring
Is there a log kept of all potential incidents related to the facility and/or IT assets used to manage or process IRS information?
Control Name
Control Description
Control Enhancements
IR-5
Incident Monitoring
The contractor shall track and document all information system security incidents.  Examples include maintaining records about each incident, the status of the incident, and other pertinent information needed for forensics, evaluating incident details, and trend analysis.
For companies using a limited number of IT assets, the contractor shall ensure that security software is installed that shall allow potential incidents to be contained and information retained about the potential incident.
Control
Description
Status
IR-6
Incident Reporting
Are all incidents required to be reported to the IRS SAMC number within the hour?
IRS Situational Awareness Management Center via telephone at (866) 216-4809 (TTY 800-877-8339).
Control Name
Control Description
Control Enhancements
IR-6
Incident Reporting
All incidents related to IRS processing, information or information systems shall be reported within one hour to the COR and SAMC. Contact the IRS Situational Awareness Management Center via telephone at (866) 216-4809 (TTY 800-877-8339). The contractor employs automated mechanisms to assist in the reporting of security incidents.
Control
Description
Status
IR-7
Incident Response Assistance
Has the contractor site provided an incident support resource that offers advice and assistance to users of the information system and/or application programs for the handling and reporting of security incidents? 
Control Name
Control Description
Control Enhancements
IR-7
Incident Response Assistance
All contractors shall have an individual (or help desk or incident response team) identified who shall provide assistance on the handling of potential security incidents. This support individual shall have adequate training and understanding to help a contractor resume business, while providing support to contain and manage a potential security incident. The contractor employs automated mechanisms to increase the availability of incident response-related information and support.
Control
Description
Status
IR-8
Incident Response Plan
Has the organization developed an incident response plan that provides the organization with a roadmap for implementing its incident response capability and describes the structure and organization of the incident response capability?
Control Name
Control Description
Control Enhancements
IR-8
Incident Response Plan
The contractor shall develop and annually review an incident response plan that provides the high-level approach to handle incidents. The plans shall:
•  Define what a reportable incident is.
•  Define the resources and management support necessary to maintain an effective incident response capability.
The content of the plan shall be sufficient to enable handling and reporting of security incidents within that organization.
Control
Description
Status
MA-1
System Maintenance Policy and Procedures
Has the contractor site developed, disseminated, and periodically reviewed/updated maintenance controls policies within the last year?
Control Name
Control Description
Control Enhancements
MA-1
System Maintenance Policy and Procedures
The contractor shall develop, document, disseminate, and review/update policies and procedures every three (3) years or if there is a significant change describing maintenance procedures to be used for that contractor site.
Control
Description
Status
MA-2
Controlled Maintenance
Has the contractor site scheduled, performed and documented routine preventative and regular maintenance on the IT components of the information system and/or application programs in accordance with manufacturer or vendor specifications and/or organizational requirements?
Is there a maintenance log of all scheduled maintenance activities, for either on-site or off-site maintenance?
Is equipment sanitized prior to being removed off site for maintenance?
For all IT assets that cannot be repaired, is there a process to ensure that these are appropriately inventoried and/or sanitized, and destroyed? If these issues are found, the finding should be written under an MP-6 finding.
The vendor should not for example have a closet of broken or excessed computers for repair that are not being effectively managed, i.e. inventoried. If this is an issue, this should be written under an MP finding.
Control Name
Control Description
Control Enhancements
MA-2
Controlled Maintenance
The contractor must establish a formalized process that will enable IT equipment to be sent off site for repair, as necessary.  Prior to being sent off site for repair, there must be a process that defines the authorization for repair, serial number/barcode, verification of media sanitization, date of repair, etc.
The contractor shall maintain a record and inventory of all IT equipment such as hard drives that are sent off site for repair, including the approval letter/form.
Any equipment that cannot be sanitized must be destroyed using media disposal processes contained in this document.
The contractor shall ensure that all media that cannot be repaired is appropriately destroyed to minimize the inventory of malfunctioning IT assets that could potentially be lost and/or stolen.
Control
Description
Status
MA-3
Maintenance Tools
Is there an inventory/list of approved maintenance tools for both hardware and software and is the list current?Note: Any tools that are used to maintain, correct, or service the system are considered maintenance tools, including both hardware and software. This includes tools being used by a third party being carried into the facility.
Is there a process to ensure that diagnostic and test programs are scanned for malicious code before the media are used?Note: This is often done through an off-line virus scan of the media.
Is there a process to ensure that no media used for on-site maintenance leaves the facility containing IRS or proprietary information?
Control Name
Control Description
Control Enhancements
MA-3
Maintenance Tools
When information systems environments are being used, contractor personnel shall develop, and maintain an inventory of allowed maintenance tools for that environment, software and hardware.
Maintenance tools shall be checked for malicious code before installation on information system(s). Maintenance security controls include identifying and monitoring a list of maintenance tools including remote maintenance tools. Maintenance equipment/tools with storage capabilities shall be properly sanitized prior to removal from the contractor site.
•  The contractor inspects all maintenance tools carried into a facility by maintenance personnel for obvious improper modifications.
•  The contractor checks all media containing diagnostic and test programs for malicious code before the media are used in the information system.
Control
Description
Status
MA-4
Non-Local Maintenance
Is there an approved list of all maintenance tools and personnel that are provided remotely?
Is there an agreement in place that no information fro the system will be copied to any other equipment, where IRS no longer has control of that information?
Are all activities monitored and documented?
Are all network connections closed, when completed?
Control Name
Control Description
Control Enhancements
MA-4
Non-Local Maintenance
Prior to removing equipment from the facility for maintenance or repair; all information is to be sanitized. Remote maintenance and diagnostic activities are those activities conducted by an individual who is communicating through a network, using a broadband communication link, Virtual Private Network (VPN), or other communication path to access the contractor’s IT assets.
When remote maintenance is performed, the following shall be accomplished: 1) the support personnel providing remote maintenance shall create and maintain a log that shall identify all remote access and maintenance into a contractor’s information system and provide this at least quarterly to the contractor and 2) the IT provider shall document and identify all tools used to provide maintenance support and 3) the IT support shall use strong identification and authentication techniques, such as two-factor authentication or PKI. All network communications shall be terminated when work is completed.
For contractor personnel providing internal IT support, remote maintenance shall be documented and periodically reviewed by the contractor.
The contractor documents, in the security plan for the information system, the installation and use of non-local maintenance and diagnostic connections.
Control
Description
Status
MA-5
Maintenance Personnel 
Is there an approved list of maintenance personnel who are authorized to perform maintenance services on the IT equipment?
If there are personnel who are not IRS cleared, are there documented procedures to identify how to escort personnel and who is authorized to escort personnel?
Control Name
Control Description
Control Enhancements
MA-5
Maintenance Personnel
The contractor shall designate key personnel with required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations.
Control
Description
Status
MA-6
Timely Maintenance
Has the contractor identified key component parts, obtained maintenance support, or spare parts for key system components for organizational owned equipment to ensure there is no delay in equipment repairs? If not, are they under a warranty agreement?
Control Name
Control Description
Control Enhancements
MA-6
Timely Maintenance
The contractor shall define a list of any required spare parts and components to support maintenance and procure these as necessary.  In addition, the contractor shall identify timeframes required for correcting the information system in the event of an information system failure.
Control
Description
Status
MP-1
Media Protection Policy and Procedures
Is there a policy on how to manage any removable media, including digital and non digital media that is updated at least every year? 
Examples include:
- removable hard drives- flash drives, thumb drives- CDs, DVDs, etc.
Is there a plan in place to ensure that all computer-related media, data, records, etc. are destroyed, sanitized, or returned to the IRS upon contract end that addresses destruction of information and documentation within 3 months after end of contract?
Control Name
Control Description
Control Enhancements
MP-1
Media Protection Policy and Procedures
The contractor shall develop, document, disseminate, and review/update the policies and procedures, annually or if there is a significant change, that shall be used to provide media protection.
The policies and procedures shall describe requirements to restrict access to information system media to authorized individuals, when this media contains IRS SBU information. Information system digital media includes but shall not be limited to diskettes, magnetic tapes, external/removable hard drives, flash/thumb drives, CDs, DVDs.
Return or Sanitization/Destruction of Hard and Softcopy Media at End of Performance under the Contract
Within three (3) months prior to the end of the base year of a contract, the contractor must submit to the Contracting Officer a plan for the return of all hard and softcopy media (identified below) or for the destruction and/or sanitization of all hard and softcopy media used, purchased specifically by the Contractor for performance under the contract, or provided by the Government to the contractor for use in the performance of this contract.  Examples of media that must be returned or will require sanitization and/or destruction include:
•  Backups•  Voice over Internet Protocol (VoIP)•  Hard drives•  Routers•  Network - restored to original settings•  Faxes/copiers
The plan must address the time period by which the return of the property will be completed and/or how and when the destruction/sanitization will take place.  The Contractor may treat different property differently.  The Contracting Officer, in consultation with Cyber security will review the plan and inform the contractor within thirty (30) days of receipt of the plan which option is preferable.  The objective of this requirement is to ensure that all sensitive but unclassified, confidential, or personal data and information is no longer available to the contractor, its employees, or anyone else not authorized access to the data is able to access it.  The Government has the option is perform a site visit or engage in other surveillance methods to ascertain the sanitization or destruction process.  The CO may also require certification.
Control
Description
Status
MP-2
Media Access 
Is access to IRS SBU stored on computer media or hard copy safeguarded in approved security containers and available only to individuals who are cleared and have a need-to-know?
Examples of Need to Know:
- Restricting access to design specifications stored on media to the project leader and the individual's development team.
- Restricting access to system diagrams to systems personnel.
Control Name
Control Description
Control Enhancements
MP-2
Media Access 
The contractor shall ensure that media access is restricted to prevent hard copy media from being lost, stolen, or disclosed.  In addition, electronic, optical, and other digitally maintained media shall be restricted to prevent unauthorized access.
Employees must also be made aware of the need to protect and properly secure sensitive information SBU against inadvertent disclosure when visitors/maintenance/vendors etc., are in work area.
An after-hours walk-through shall be conducted periodically, at least quarterly, to ensure data is safeguarded after hours.
Control
Description
Status
MP-3
Media Marking
Are human readable labels attached to digital and paper media containing IRS SBU? 
Control Name
Control Description
Control Enhancements
MP-3
Media Marking
For all IT assets, the contractor shall label all media to readily identify this as IRS provided information, requiring protection.  Media shall be labeled “IRS Data – Sensitive But Unclassified”, unless the COR provides a different labeling designation.
Control
Description
Status
MP-4
Media Storage
Is all removable media stored in a locked container with at least two barriers of protection?
Is there an inventory of all removable media that identifies content of media, serial number, etc. to ensure any misplaced or stolen media can be easily reconciled and reported?
Is all stored removable media encrypted using FIPS 140-2 compliant software?
Control Name
Control Description
Control Enhancements
MP-4
Media Storage
For contractors who maintain IRS information, the contractor shall physically control and securely store information system media within controlled areas.  When this media contains IRS SBU information, the contractor shall maintain information in a lockable metal filing cabinet.  When larger volumes of information are being maintained at a contractor site, the contractor shall use automated mechanisms (key card access, biometric access, cipher locks, etc.) to restrict access to media storage areas, and to audit access attempts and access granted. The contractor must employ FIPS 140-2 compliant cryptographic mechanisms to protect information in storage.  Minimum physical security requirements must be met, such as keeping SBU information locked up when not in use. Removable media also must be encrypted and labeled SBU information when it contains such information. For more information see the PE controls, section 21.2.3 Physical Security of Computers, Electronic, and Removable Media.
In addition, for all networked computers, ensure all disk areas for all computers containing SBU information are encrypted (e.g., by using an Encrypted File System) or a similar utility to encrypt data.
Control
Description
Status
MP-5
Media Transport
Are all removable digital media (e.g., diskettes, magnetic tapes, removable hard drives, flash/thumb drives, compact disks) encrypted before being transported outside of controlled areas using FIPS 140-2 approved encryption?
Is all non-digital media (e.g., paper, microfilm) protected and controlled using Authorized transport (e.g., U.S. Postal Service, a commercial transport or delivery service) and are custodial/tracking records kept?
Control Name
Control Description
Control Enhancements
MP-5
Media Transport
The contractor shall document all activities associated with the transport of IT media.
All vehicles used to transport media and paper must be secured to ensure contents cannot be inadvertently removed or lost from the vehicle, e.g. secured cabs on a back of truck.
Control
Description
Status
MP-6
Media Sanitization
Is there equipment available to either sanitize and/or destroy media using NIST 800-88 approved software when media is no longer required, or return to the IRS?
Examples include:
- degausser and or disk overwrite program to dispose of digital media- CD/DVD shredders- process to return this to the IRS
If used, is the degausser NSA approved? 
http://www.nsa.gov/ia/mitigation_guidance/media_destruction_guidance/index.shtml.
If using a disk overwrite program, does this conform to 3X overwrite?
Control Name
Control Description
Control Enhancements
MP-6
Media Sanitization
The contractor shall sanitize information, digital, optic, and paper, prior to disposal or release for reuse. Optical mass storage media, including compact disks (CD, Compact Disc–Rewritable (CD-RW), Compact Disc Recordable (CD-R), and Compact Disc Read Only Memory (CD-ROM)), optical disks (DVD) and magnetic-optic (MO) disks shall be destroyed by pulverizing, cross-cut shredding or burning. Office shredders must be shred using 5/16” or smaller strips or cross cut shredders to a size that cannot be reconstructed.  Destruction of media shall be conducted only by trained authorized personnel. Safety, hazmat, and special disposition needs shall be identified and addressed prior to conducting any media destruction.  NIST SP 800-88, Guidelines for Media Sanitization, contains supplemental information for media disposal.
A log shall be maintained to provide a record of media destroyed.  The log shall include; (i) the date of destruction; (ii) content of media; (iii) identifying serial number; (iv) type of media (CD, cartridge, etc.); (v) media destruction performed; (vi) personnel performing the destruction; (vii) and witnesses to the destruction.
SBU media and paper material that is identified for destruction shall be secured sufficiently so that it is not mistaken for recycling material or general refuse.
The contractor shall demonstrate that tools and/or contract support is available to provide for sanitizing, degaussing, shredding, or other data destruction methods, sufficient to meet IRS requirements.
Any contractor authorized to perform destruction of IRS paper SBU information must retain an IRS background check or be under escort of an employee who has a background check.
Control
Description
Status
MP-7
Media Use
Recommend applies only to CNET and CSOFTNote: This control also applies to mobile devices with information storage capability (e.g., smart phones, tablets, E-readers). In contrast to MP-2, which restricts user access to media, this control restricts the use of certain types of media on information systems, for example, restricting/prohibiting the use of flash drives or external hard disk drives.
Does the company restrict the use of portable storage devices to only approved devices including, for example, devices provided by the organization?
Does the company prohibit the use of portable storage devices in organizational information systems when such devices have no identifiable owner?
Control Name
Control Description
Control Enhancements
MP-7
Media Use
The contractor restricts the usage of writeable removable media; prohibits the usage of personally-owned equipment, software, or media to process, access, or store sensitive information; and prohibits connecting privately-owned PEDs or removable media to a contractor owned information system used to process, store, or transmit IRS information on information systems or system components using IRS SBU. Additionally, the contractor prohibits the use of portable storage devices in organizational information systems when such devices have no identifiable owner.
Control
Description
Status
PL-1
Security Planning Policies & Procedures
Is there a policy and procedure that requires the company to develop a security plan to support the IRS work that is updated at least every year? 
Control Name
Control Description
Control Enhancements
PL-1
Security Planning Policies & Procedures
The contractor shall develop, document, disseminate, and review/update annually or if there is a significant change to formal documented requirements to complete a security plan, and to address how these plans shall be updated and maintained.
Control
Description
Status
PL-2
System Security Plan
Does the company have a security plan that shows what security controls are required?
Note: Plans can be a collection of various documents including documents that already exist. This should be part of the State of Security, required within 60 days of contract award.
Control Name
Control Description
Control Enhancements
PL-2
System Security Plan
The contractor shall develop and maintain a security plan to identify key information about the contractor site and about the security controls that shall be used to ensure that IRS information is adequately safeguarded.
The contractor shall plan and coordinate security related activities, such as security assessments, audits, information system hardware and software maintenance, and contingency plan testing, etc., affecting the information system. For example, coordinating a vulnerability assessment and penetration testing.
Security plans are designed to document the security controls surrounding an information system environment. The contractor security plan shall ensure that security controls surrounding the contractor site environment have been adequately documented and safeguard mechanisms are in place.
Each year, the contractor shall provide a security plan as part of the State of Security package to the IRS that shall include the following:
•  Administrative Information Cover:  Include information such as contractor name, location of facilities handling IRS SBU information or information systems, points of contract (e.g., Project Manager, Information System Administrator, Security Officer) (to include telephone number and email address), contract/order number, period(s) of performance, dollar value (by performance periods), business size and socioeconomic characteristics, etc.
•  Employee Roster:  Identify all contractor employees working on the contract, and annotate those that have access to or handle SBU information, or have access to or operate or work with information systems containing SBU information. In addition, verify which contractor employees have or have not completed the current annual requirements for the Security Awareness Training.
•  Subcontractor Support:  Names and addresses of contractor and all subcontractors performing IRS work.
•  Infrastructure Diagram:  Provide a diagram providing a general picture of the IT assets being used.
•  Inventory of IT Assets:  Provide an inventory of the type of equipment being used, including IT equipment/component, number of components, associated serial numbers, and location.
Additional reference information for completing a security plan can be obtained from the NIST Web site:  NIST SP 800-18 Revision 1, Developing Security Plans for Federal Information Systems.
The contractor plans and coordinates security-related activities affecting the information system with appropriate contractor groups/organizations before conducting such activities in order to reduce the impact on other contractor entities.
Control
Description
Status
PL-4
Rules of Behavior
Does the company have a set of rules that describe responsibilities and expected behavior with regard to information and information system usage or for access to IRS information?
Are signed acknowledgments required before authorizing access to information and the information system?
Does the organization include in the rules of behavior, explicit restrictions on the use of social media/networking sites and posting organizational information on public websites?
Control Name
Control Description
Control Enhancements
PL-4
Rules of Behavior
The contractor shall develop a set of expected rules of behavior when processing or handling IRS information. For all contractor employees who have access to IRS information, the contractor employee shall acknowledge the understanding of these roles and responsibilities.  Acknowledgement shall be made annually by personnel who have access to contractor managed IT assets.
The organization includes in the rules of behavior, explicit restrictions on the use of social media/networking sites and posting contractor information on public websites.
Control
Description
Status
PL-8
Information Security Architecture
Recommend applies only to CNET and CSOFTNote: The information security architecture includes an architectural description, the placement/allocation of security functionality (including security controls), security-related information for external interfaces, information being exchanged across the interfaces, and the protection mechanisms associated with each interface.
Is there an Information Security Architecture?
Does the architecture show information security assumptions about, and dependencies on, external services?
Control Name
Control Description
Control Enhancements
PL-8
Information Security Architecture
The contractor shall develop and maintain a document that describes the overall security architecture of the organization. The architecture document should be scaled to the size of the IT environment.
The contractor shall ensure that architecture concepts are also included and integrated into the appropriate security documents including the Security Plan, IT Contingency Plan, procurement planning and other similar documents.
Control
Description
Status
PS-1
Personnel Security Policy and Procedures
Is there a policy and procedure that explains how the company personnel will be approved for access to conduct IRS work, including on boarding, ensuring minimum background checks are in place prior to authorizing access, changing access, and removing employees who are performing IRS work, including the coordinating with the COR in internal policies - and is this policy updated at least every year?
Control Name
Control Description
Control Enhancements
PS-1
Personnel Security Policy and Procedures
The contractor shall develop, document, disseminate, and review/update annually or if there is a significant change a formal, documented personnel security policy that defines the need for all contractor personnel to obtain an IRS background check to work on IRS contract work.
Control
Description
Status
PS-2
Position Risk Designation
Has the company received the information related to risk designation from the IRS supporting the required background check needed?
Are the duties of the personnel performing work properly aligned for risk designation?
Control Name
Control Description
Control Enhancements
PS-2
Position Risk Designation
At the start of any contract, the IRS Personnel Security office shall define the position risk categorization, and identify the type of background check required for that contract. The COR shall coordinate within the IRS to ensure that all positions have been appropriately risk categorized, as required.
IRS approved staff like access (interim or final background investigation) is also required for any personnel who configure computers, IT assets, or computer systems for the contractor, manage servers in an administrative capacity, have access to maintain and manage routers, or in any other way have the ability to access IRS information and facilities housing IRS information. This would include contractors who design, operate, repair, or maintain information systems, and/or require access to SBU information.
Control
Description
Status
PS-3
Personnel Screening
Are all people on the IRS list cleared, interim and/or final and are they on list of company employees?
Have all employees working on the contract (using the contractor employee roster) been cleared on IRS list who support contract including sub-contractors, remote employees, and service providers?
Are all people on contractor employee roster still employed at the company? Need to verify with employee roster of current people with personnel office.
For each employee who has access to IRS sensitive information, is the background check completed (interim/final) for each employee prior to working on the contract? At least an interim background check must be in place before any access shall be given to IRS information and/or system.
Have corporate personnel and others who have program oversight and approval authorities been identified for background checks and have background checks completed (Interim/final)?
Do all administrators and users on the system used for IRS processing have a background check in place (interim/final) prior to accessing system?
Control Name
Control Description
Control Enhancements
PS-3
Personnel Screening
Personnel screening shall take place for all contractor personnel who work on IRS contracts. This includes employees who perform data entry, develop or write programs, perform assessments for tax purposes, perform security or telecommunications administration to the information system, or have staff like access to data or information systems. This also includes subcontractors who support the primary contractor efforts.
Contractor employees who are assigned to IRS contract work shall meet the following standards:
Eligibility
1. A contractor employee shall meet minimum citizenship requirements:
a. A contractor employee with high risk access is required to be a United States citizen;
b. A contractor employee with moderate risk access is required to be, at a minimum, a lawful permanent resident with three years of US residency;
c. A contractor employee with low risk access is required to be, at a minimum, a lawful permanent resident;
2. The contractor employee shall be tax compliant and remain tax compliant for the time they are on the contract;
3. If male and born after 1959, the contractor employee shall be registered with Selective Service in accordance with applicable laws and regulations.
Suitability - A contractor employee shall be fingerprinted and shall have favorable results from a check of the FBI fingerprint database and the local police fingerprint database. For high risk access, the contractor employee shall also have a successfully adjudicated investigation. Contractors who are deemed to be eligible and suitable shall be granted staff-like access to IRS information systems, facilities, and SBU information and shall follow IRS policies regarding the use and protection of those resources.
For contractor-managed resources housing IRS information outside the IRS firewall, staff-like access shall only be granted to those contractor employees who have been deemed by IRS to be eligible and suitable. The contractor is responsible for ensuring that only authorized personnel have access to these resources, that these authorized personnel understand how to protect the resources, that access requirements are reviewed and adjustments are made as authorized personnel change job duties, and that access is removed for any authorized personnel who are no longer assigned to IRS contract work.  The contractor shall advise the IRS of any changes made to authorized personnel access privileges.
The contractor shall screen individuals prior to authorizing access to the information system. Only individuals who have passed an IRS background investigation shall be allowed access to IRS sensitive information.
Control
Description
Status
PS-4
Personnel Termination
Are notices sent to the COR when people are terminated to ensure they are removed from the approved access list?
Do you remove all access to information/systems/facilities for any terminated employees?
Control Name
Control Description
Control Enhancements
PS-4
Personnel Termination
Upon termination of an individual’s employment, the contractor shall terminate information system access, conducts exit interviews, retrieve all security-related contractor information system-related property; and retain access to contractor information and information systems formerly controlled by terminated individual. The IRS COR shall be notified for termination of employees to the contract.
Control
Description
Status
PS-5
Personnel Transfer
When people transferred from the IRS contract or to another role, is this information updated with IRS and on company rosters? 
Control Name
Control Description
Control Enhancements
PS-5
Personnel Transfer
The contractor shall review logical and physical access authorizations to information systems/facilities when personnel are reassigned or transferred to other positions within the contractor organization and when warranted retrieve all security-related contractor information IT asset-related property; and retain access to contractor information and information systems formerly controlled by a transferred individual.
Control
Description
Status
PS-6
Access Agreements
Do people have to sign any statements accepting responsibility, i.e. user access agreements, for processing information according to the company policy?
Control Name
Control Description
Control Enhancements
PS-6
Access Agreements
The contractor shall ensure that individuals requiring access to SBU information and information systems containing SBU information sign appropriate access agreements prior to being granted access, and annually, and shall review/update the access agreements to ensure that they are accurate and current.
Control
Description
Status
PS-7
Third-Party Personnel Security
Is IT or other support provided by a third party to support the IRS contract or have access to IRS information?
If so, are they on the IRS list of approved employees? (You need to validate this on the COR/CSM list.)
Control Name
Control Description
Control Enhancements
PS-7
Third-Party Personnel Security
The contractor shall establish personnel security requirements including security roles and responsibilities for third-party providers.  Third party personnel security requirements shall be documented and monitored for compliance. All contractors and subcontractors providing IT support shall meet the personnel security requirements of the primary contractor, as they have staff like access to the data.
Control
Description
Status
PS-8
Personnel Sanctions
Are employees briefed of sanctions for misuse of processing IRS information and are there penalties defined to the employees?
Control Name
Control Description
Control Enhancements
PS-8
Personnel Sanctions
A formal sanctions process for personnel failing to comply with established information security policies and procedures shall exist and be followed.
Control
Description
Status
RA-1
Risk Assessment Policy and Procedures
Has the company developed and distributed Risk Assessment Policy and Procedures at least every year?
Note: Risk management, incorporates threat and vulnerability analyses, and considers mitigations provided by security controls that are either planned or in place.
Control Name
Control Description
Control Enhancements
RA-1
Risk Assessment Policy and Procedures
For any contractor using information systems, a risk assessment policy and procedure shall be developed, documented, disseminated and reviewed/updated annually or if there is a significant change to facilitate implementing risk assessment controls. Such risk assessment controls include risk assessments and risk assessment updates.
Control
Description
Status
RA-2
Security Categorization
Is this information being protected at the moderate risk level?
Note: This is a question to be asked of the COR.
Control Name
Control Description
Control Enhancements
RA-2
Security Categorization
In general, contracts containing SBU information for tax administration purposes shall be categorized at the moderate risk level.  This risk level has been established by the IRS in accordance with federal laws, Executive Orders, directives, policies, regulations, standards and guidance.
Control
Description
Status
RA-3
Risk Assessment
Has this company ever conducted any sort of risk assessment that identifies potential weaknesses for processing IRS data?
Control Name
Control Description
Control Enhancements
RA-3
Risk Assessment
For all information systems environments, a risk assessment shall be conducted by the contractor to assess the risk and magnitude of harm that could result from the unauthorized access, use, disclosure, disruption, modification, or destruction of information and information systems that support the operations and assets of the agency regarding the use of SBU information. The risk assessment results shall be reviewed annually and that risk assessments are to be updated every three (3) years or whenever there is a significant change to the information system or environment in which it operates.
Control
Description
Status
RA-5
Vulnerability Scanning
For CNET and CSOFT
If there is an external facing website collecting IRS SBU, the CSA team should have been provided with the results of a vulnerability scan from PCTA. This is to be used in evaluating this component.
The assessment team will still need to review the other policies below.
Does the organization scan their IT infrastructure for vulnerabilities?
What scanning tools are being used?
How are  vulnerabilities remediated?
Is access to the vulnerability scanning tools restricted to a special group/role?
Note: Vulnerability scanning includes, for example: (i) scanning for patch levels; (ii) scanning for functions, ports, protocols, and services that should not be accessible to users or devices; and (iii) scanning for improperly configured or incorrectly operating information flow control mechanisms. This should address network analysis, patching issues, etc.
Control Name
Control Description
Control Enhancements
RA-5
Vulnerability Scanning
Vulnerability scanning is a test that inspects your workstations, servers, network or mobile computing devices for weaknesses or flaws. The test relies on vulnerability scanning software that shall be configured to inspect devices for missing updates, patches and common configuration problems. The software shall be configured to receive updates and have the capability to perform authenticated scanning. All workstations, servers, network or mobile computing devices shall undergo monthly vulnerability scanning.
Any time a contractor is using IT assets, such as a workstation, laptop, server, etc., the contractor shall ensure that there are scanning tools in place to ensure that no vulnerabilities are introduced into the environment. At a minimum, virus detection is required to ensure malicious software is not introduced into the environment.
Whenever a contractor is using networks, including LANs or WANs, the contractor shall conduct more sophisticated network scanning methods such as Network Intrusion Detections or Host Intrusion Detection to identify and correct potential network weaknesses.
The vulnerability scanning tools used shall include the capability to readily update the list of information system vulnerabilities scanned.  These reviews shall be done monthly or when significant new vulnerabilities affecting the information system are identified and reported.
When providing programming services or hosting applications or services, enhanced vulnerability scanning software shall also be used. Enhanced vulnerability scanning software is capable of inspecting source code for common security flaws and performing dynamic build testing that inspects the application for security flaws at run time. Prior to deployment or delivery, static source code analysis and dynamic build testing shall be performed. Enhanced vulnerability scanning shall be performed whenever changes are made and dynamic build testing shall be performed on a monthly basis.
The output and results of monthly vulnerability scanning, static source code analysis and dynamic build testing shall be retained for the duration of the contract and provided to the COR or auditors when requested.
The contractor employs vulnerability scanning tools that include the capability to readily update the list of information system vulnerabilities scanned.
Control
Description
Status
SA-1
System and Security Acquisition Policy and Procedures
Are there acquisition policies in place to define security controls/packages/devices required to support IRS work, e.g., auditing software, scanning tools, etc. Is the policy reviewed at least every year?
Control Name
Control Description
Control Enhancements
SA-1
System and Security Acquisition Policy and Procedures
The contractor shall develop, document, disseminate, and review/update policies and procedures annually or if there is a significant change to ensure adequate information system and services acquisition policies are developed and implemented.
Control
Description
Status
SA-2
Allocation of Resources  
Are security controls/packages/devices routinely procured as part of system procurements?
Has the contractor site determined, documented, and allocated as part of its capital planning and investment control process the resources required to adequately protect the information system and/or application programs?
Control Name
Control Description
Control Enhancements
SA-2
Allocation of Resources  
The contractor shall ensure that security capabilities are procured to be used in conjunction with IT capabilities for IT assets, such as laptops, workstations, or servers.
If the contractor is managing a network or information system, the contractor shall ensure the need for security tools is assessed, as procurements are made for information technology components. The contractor shall determine, document, and allocate as part of its capital planning and investment control process the resources required to adequately protect the IT information system and/or application programs.
Control
Description
Status
SA-3
Life Cycle Support
Are security controls in place for all phases of the life cycle of the contract?
Should only apply to CNET and CSOFT -Has the contractor site managed the information system and/or application programs using a system development life cycle methodology that includes information security considerations?
Control Name
Control Description
Control Enhancements
SA-3
Life Cycle Support
Whenever information systems contain SBU information, the contractor manages the information system using an information system development life cycle methodology that includes information security considerations.
For contractors having a limited number of items of tax information or a limited access to SBU information, the contractor shall implement controls to ensure that information and information systems are protected from the time they are received until the time these are returned to the IRS or the contract has ended. The security roles and responsibilities are assigned to specific individuals responsible for information security.
Control
Description
Status
SA-4
Acquisition Process
When information systems contain SBU information, does the contractor include security requirements and/or security specifications on all acquisition contracts, used by the contractor?
For CSOFT -Does the contract for developers include specific security requirements that must be in place, including:
•  The contractor requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed.  The CO/COR shall define the level of detail required in the required information.
•  The contractor requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed that includes: security-relevant external system interfaces; high-level design; low-level design; source code or hardware schematics.
•  The contractor requires the developer of the information system, system component, or information system service to identify early in the system development life cycle, the functions, ports, protocols, and services intended for contractor use. 
•  The contractor employs only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within contractor IT assets.
Control Name
Control Description
Control Enhancements
SA-4
Acquisition Process
When information systems contain SBU information, the contractor shall include security requirements and/or security specifications on all acquisition contracts, used by the contractor.
•  The contractor requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed. The CO/COR shall define the level of detail required in the required information.
•  The contractor requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed that includes: security-relevant external system interfaces; high-level design; low-level design; source code or hardware schematics.
•  The contractor requires the developer of the information system, system component, or information system service to identify early in the system development life cycle, the functions, ports, protocols, and services intended for contractor use. 
•  The contractor employs only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within contractor IT assets.
Control
Description
Status
SA-5
Information System Documentation
Are procedures in place to ensure that all system and security documentation are protected/safeguarded and only provided to those with a need to know and approved background check?
Control Name
Control Description
Control Enhancements
SA-5
Information System Documentation
The contractor shall ensure that adequate documentation for the IT information system and/or application programs and the constituent components are available, protected when required, and distributed to authorized personnel.
Control
Description
Status
SA-8
Security Engineering Principles
Note: Organizations apply security engineering principles primarily to new development information systems or systems undergoing major upgrades.
If the contractor is doing development work, has the contractor site designed and implemented the information system and/or application programs using security engineering principles?
Control Name
Control Description
Control Enhancements
SA-8
Security Engineering Principles
When information systems contain SBU information, the contractor shall design and implement the information system using security engineering principles.
Control
Description
Status
SA-9
External Information System Services
If there are external service providers supporting the system development and/or administration, help desk, etc. is there a formal agreement demonstrating that they have agreed to comply with the same security controls as the primary contract, and as bound using Pub 4812, Contractor Security Controls?
Control Name
Control Description
Control Enhancements
SA-9
External Information System Services
The contractor shall require providers of external information system services to comply with information security requirements, and employ appropriate security controls in accordance with applicable federal law. Government oversight and user roles and responsibilities with regard to external information system services shall be defined and documented. Security control compliance by external service providers shall be monitored.
The organization requires providers of [Assignment: organization-defined external information system services] to identify the functions, ports, protocols, and other services required for the use of such services.
Control
Description
Status
SA-10
Developer Configuration Management
When developing software or applications for the IRS, does the company perform configuration management during system, component, or service [Selection (one or more): design; development; implementation; operation]?
Are changes to the system documented and approved using a formal and documented process?
Are potential impacts to security included in the change management process?
Control Name
Control Description
Control Enhancements
SA-10
Developer Configuration Management
The contractor shall require that information system developers perform configuration management during information system design, development, implementation and operation. Changes to the information system shall be controlled, approved and documented.  Security flaws and resolution shall be tracked. This applies to contractors who provide design and development support to the IRS.
The information system developers shall create a security test and evaluation plan, implement the plan, and document the results.
Control
Description
Status
SA-11
Developer Security Testing
New Control applies only to CSOFTHas the software being developed or used by the IRS been tested to ensure that the required security controls are implemented correctly, operating as intended, enforcing the desired security policy, and meeting established security requirements?
Is testing performed using the same system and security controls that will be applied within the production environment?
Are system flaws remediated, as necessary?
Has System Acceptance Testing been performed?
Has a static code analysis been conducted?Note: Developers can employ these analysis approaches in a variety of tools (e.g., web-based application scanners, static analysis tools, binary analyzers) and in source code reviews.
Control Name
Control Description
Control Enhancements
SA-11
Developer Security Testing
Contractors who perform development work for the IRS shall ensure that testing is conducted for the developer environment. At a minimum, the contractor shall:
•  Create and implement a security test and evaluation plan.
•  Implement a verifiable flaw remediation process to correct weaknesses and deficiencies identified during the security testing and evaluation process.
•  Document the results of the security testing/evaluation and flaw remediation processes.
•  Ensure the results of the tests are communicated to the IRS organization.
Control
Description
Status
SC-1
System and Communications Protection Policy and Procedures
If you have a development environment, are there policies and procedures in place to address the communication security that is updated at least every year?
Control Name
Control Description
Control Enhancements
SC-1
System and Communications Protection Policy and Procedures
The contractor shall develop, document, disseminate, and review/update policies and procedures annually or if there is a significant change to ensure adequate information system and communications protection policies are developed and implemented.
Control
Description
Status
SC-2
Application Partitioning
Recommend adding to CNETIf using multiple Domains are they separated?
Are network components segregated to isolate internal communications from external?
Are the above enforced physical or logical separated i.e. vlan?
Is the production network segregated from the test environment?
For CSOFT -Are DBs separated from user interfaces?
Control Name
Control Description
Control Enhancements
SC-2
Application Partitioning
For all contractors who manage IT development and production application environments, the information system shall physically and/or logically separate user functionality (including user interface services) from information system management functionality, and ensure that the separation functions are implemented and enforced.
Control
Description
Status
SC-4
Information in Shared Resources
Are all passwords being transmitted and shared in memory also encrypted?
Control Name
Control Description
Control Enhancements
SC-4
Information in Shared Resources
The information system prevents unauthorized and unintended information transfer via shared information systems resources. When using a shared device that stores data in the internal memory, all passwords shall be encrypted rather than in clear text.
Control
Description
Status
SC-5
Denial of Service Protection
Is the contractor using firewalls that have the capability to block/discard certain types of packets? For instance to block/discard Internet Control Message Protocol (ICM) ping packets.
Does the boundary protection provide threshold reporting as an alert to System Administrators?
Control Name
Control Description
Control Enhancements
SC-5
Denial of Service Protection
Contractors shall ensure that all IT assets and information systems are protected against or limit the effects of denial of service attacks, using boundary devices such as firewalls and routers, etc.
Control
Description
Status
SC-7
Boundary Protection
Are boundary protection devices/services in place? (firewalls, DMZs etc.)
Are network based malicious code detection analysis tools in place to enable monitoring?
Note: This references virus signature scans at the network level. This is not the same as services provided by a NIDS.
Are the number of external connections limited?
Are access control lists in place to support a deny-all allow by exception connection rules?
Is there only one network interface card allowed for remote external connections to the company network?Note: This provides protection against split-tunneling vulnerabilities.
•  The contractor limits the number of external network connections to the information system.
•  The contractor:
(a) Implements a managed interface for each external telecommunication service.
(b) Establishes a traffic flow policy for each managed interface.
(c) Employs security controls as needed to protect the confidentiality and integrity of the information being transmitted.
(d) Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need.
(e) Reviews exceptions to the traffic flow policy annually.
(f)  Removes traffic flow policy exceptions that are no longer supported by an explicit mission/business need.
•  The information system at managed interfaces, denies network traffic by default and allows network traffic by exception (i.e., deny all, permit by exception).
•  The information system, in conjunction with a remote device, prevents the device from simultaneously establishing non-remote connections with the system and communicating via some other connection to resources in external networks.
•  The external IP address of the firewall or routable addresses from a Network Address Translation (NAT) pool shall be the only addresses visible to the Internet (and other untrusted networks).
Control Name
Control Description
Control Enhancements
SC-7
Boundary Protection
Any contractor who manages information system environments shall ensure that all internal and external information system boundaries are controlled using boundary protection mechanisms, e.g. routers and switches. In addition, the contractor shall ensure management personnel monitor, control, and report all accesses made through routers or switches. The communications at the external boundary are to be monitored, in addition to being controlled.
•  The contractor limits the number of external network connections to the information system.
•  The contractor:
(a) Implements a managed interface for each external telecommunication service.
(b) Establishes a traffic flow policy for each managed interface.
(c) Employs security controls as needed to protect the confidentiality and integrity of the information being transmitted.
(d) Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need.
(e) Reviews exceptions to the traffic flow policy annually.
(f)  Removes traffic flow policy exceptions that are no longer supported by an explicit mission/business need.
•  The information system at managed interfaces, denies network traffic by default and allows network traffic by exception (i.e., deny all, permit by exception).
•  The information system, in conjunction with a remote device, prevents the device from simultaneously establishing non-remote connections with the system and communicating via some other connection to resources in external networks.
•  The external IP address of the firewall or routable addresses from a Network Address Translation (NAT) pool shall be the only addresses visible to the Internet (and other untrusted networks).
Control
Description
Status
SC-8
Transmission Confidentiality and Integrity
Is the internal network traffic encrypted or controlled via physical protections?Note: Physical protections require two layers of protection
Are external connections encrypted?Note: As an example, VPN using FIPS 140-2 encryption. The Point-to Point Transfer protocol is not FIPS 140-2 compliant
Control Name
Control Description
Control Enhancements
SC-8
Transmission Confidentiality and Integrity
When transmitting SBU information across external networks, encryption shall be used to ensure the confidentiality of the information. Encryption shall be compliant with FIPS 140-2 protection requirements.
Control
Description
Status
SC-10
Network Disconnect
Are network sessions terminated after 30 minutes of inactivity?
Note: This is often enforced via a group policy setting
Control Name
Control Description
Control Enhancements
SC-10
Network Disconnect
All network connections shall be disconnected upon session completion or after 30 minutes, if the session is no longer in use.
Control
Description
Status
SC-12
Cryptographic Key Establishment and Management
Are policies in place to address key management and public key procedures, if using Public Key Infrastructure (PKI)?
Control Name
Control Description
Control Enhancements
SC-12
Cryptographic Key Establishment and Management
When public key certificates are used, the contractor shall manage key policies and/or certificates. The IRS shall notify a contractor if they are using public key concepts and certificates.
Control
Description
Status
SC-13
Cryptography Protection
Are cryptographic functions protected using the list of approved software/hardware? The list is located at: http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm#765.
Control Name
Control Description
Control Enhancements
SC-13
Cryptography Protection
When cryptography (encryption) is employed within the information system, the information system shall perform all cryptographic operations using FIPS 140-2 validated cryptographic modules with approved modes of operation. A list of NIST validated modules is available at the following link: http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm#765 
Control
Description
Status
SC-15
Collaborative Computing Devices
Note: Collaborative computing devices include, for example, networked white boards, cameras, and microphones.
If collaborative devices are used, is there a visible indicator to notify the user when the device is on?
Control Name
Control Description
Control Enhancements
SC-15
Collaborative Computing Devices
Collaborative devices shall have their remote activation capability removed/disabled. This is to prevent the device from being activated when a user is not physically present. The collaborative device shall also provide an indicator to the users present that the device is active.  Collaborative computing devices include, but are not limited to video and/or audio conferencing capabilities.
Control
Description
Status
SC-17
Public Key Infrastructure Certificates
If PKI is being used, are PKI policies developed and in place?
If the contractor uses PKI, are automated processes used to manage certificate issuance, including installation, generation, etc?
Control Name
Control Description
Control Enhancements
SC-17
Public Key Infrastructure Certificates
For all contractors, who manage information systems, the information system shall utilize automated mechanisms with supporting procedures in place for digital certificate generation, installation, and distribution. Subscriber key pairs are generated and stored using FIPS 140-2 Security Level 2 or higher cryptographic modules. The same public/private key pair is not to be used for both encryption and digital signature. Private keys are protected using, at a minimum, a strong password. A certificate is revoked if the associated private key is compromised; management requests revocation; or the certificate is no longer needed.
Control
Description
Status
SC-18
Mobile Code
Note: Active code is used to execute process on attached clients that are passed down from server platforms.
Is there a policy and procedure on who can develop mobile code, how it is tested, where it can be developed etc.?
Note: All development must be performed in US for IRS mobile code development.
Does the company use  mobile code technologies such as Java in support of the IRS Project?
If developing a software solution for the IRS, is there a source code security testing program in place?
Control Name
Control Description
Control Enhancements
SC-18
Mobile Code
Mobile code is software that is executed from a host machine to run scripts on a client machine, including animation scripts, movies, etc.  Mobile code is a powerful computing tool that can introduce risks to the user’s information system. Whenever a contractor is developing or deploying the mobile code technology, this shall be identified in the contractor’s security plan to the IRS. Contractors, who use mobile code, shall be subject to a source code review by IRS personnel to ensure that there is no potential risk in introducing malicious code into the contractor/user’s environment.
Control
Description
Status
SC-19
Voice over Internet Protocol (VoIP)
If the company is using VOIP, is there a policy in place  to monitor, authorize and control the VOIP system?
Are VOIP digital phones being used to discuss IRS information? If so, are people advised that this information may be intercepted?
Was this identified in the security plan identified to the COR?
Control Name
Control Description
Control Enhancements
SC-19
Voice over Internet Protocol (VoIP)
The contractor shall establish document and control usage restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause unintentional disclosure of SBU information. Appropriate contractor officials shall authorize the use of VoIP. This shall be identified in the security plan to the IRS.
Control
Description
Status
SC-20
Secure Name/Address Resolution Services (Authoritative Source)
If public facing web sites are used to support the IRS, does the web server provide DNSSEC name resolution?
Control Name
Control Description
Control Enhancements
SC-20
Secure Name/Address Resolution Services (Authoritative Source)
When information system networks are in use, domain location naming and location services shall be implemented to ensure the integrity and authorization of all devices contained within that domain environment.
The information system, when operating as part of a distributed system shall employ mechanisms to be able to establish and validate trust among all servers being used within the environment.
This control enables remote clients to obtain origin authentication and integrity verification assurances for the host/service name to network address resolution information obtained through the service. A Domain Name Server (DNS) server is an example of an information system that provides name/address resolution service. Digital signatures and cryptographic keys are examples of additional artifacts. DNS resource records are examples of authoritative data.  Information systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to assure the authenticity and integrity of response data. The DNS security controls are consistent with, and referenced from OMB Memorandum 08-23. http://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2008/m08-23.pdf
Control
Description
Status
SC-21
Secure Name/Address Resolution Service (Recursive or Caching Resolver)
Does the company's gateway server to the internet support DNSSEC authoritative name resolution?
Control Name
Control Description
Control Enhancements
SC-21
Secure Name/Address Resolution Service (Recursive or Caching Resolver)
The information system shall use data authentication and integrity verification procedures for all communications among servers within the corporate infrastructure, used for IRS business functions.
Control
Description
Status
SC-22
Architecture and Provisioning for Name/Address Resolution Service
If applicable, are the domain lookup services used to provide name resolution fault tolerant?Note: To eliminate single points of failure and to enhance redundancy, organizations shall employ at least two authoritative domain name system servers, one configured as the primary server and the other configured as the secondary server.
-  Determine if contractor is providing a web site/application that is being used to obtain data from a taxpayer, etc?
-  If this is the case, need to obtain a network diagram and determine if there is a secondary server that can be promoted in the event the first one goes down, generally a DNS server?
-  Clarify your understanding of the diagram with the contractor and confirm that the fault tolerance is enabled?
Control Name
Control Description
Control Enhancements
SC-22
Architecture and Provisioning for Name/Address Resolution Service
Fault-tolerance is a capability that allows an information system or application to continue operation when components of the original information system or application fail. Whenever a contractor has name/address resolution service implemented, this shall be fault-tolerant and implement internal/external role separation. The fault tolerance shall ensure that if a name cannot be reconciled, the information system or application shall continue to operate normally, but return the error regarding the name resolution.
Related to role separation, information systems with an internal role (operating inside the contractor) shall perform name resolution only on internal servers. Likewise, those information systems with external roles (outside of the contractor) shall perform name resolution for those servers outside of the contractor site.
Control
Description
Status
SC-23
Session Authenticity
Does the company support IT systems using external connections (remote access)?
If so, are there procedures in place to ensure session authenticity for web based sessions?
If the company is using web applications to capture SBU data, is this secured using SSL or HTTPS?
1) observe a user accessing the web site and ensure the web site address 
https://www.abc.com
Control Name
Control Description
Control Enhancements
SC-23
Session Authenticity
The information system shall provide mechanisms to protect the authenticity of communications sessions that shall validate the source and destination of communication sessions. This applies to contractors, who are developing or providing web-based applications.
Control
Description
Status
SC-28
Protection of Information at Rest
Note: This control generally refers to file archiving technologies such as tape cartridge silos and how the information stored on the devices is protected from data modification and access to unauthorized users.
Does the information system protect the confidentiality and integrity of information at rest on non-mobile devices? - Need to clarify requirement versus NIST and evaluation question.
Control Name
Control Description
Control Enhancements
SC-28
Protection of Information at Rest
All portable media shall be encrypted, including laptops, backup data, etc.
Control
Description
Status
SC-39
Process Isolation 
For CSOFT OnlyNote: Each information system process has a distinct address space so that communication between processes is performed in a manner controlled through the security functions, and one process cannot modify the executing code of another process. Most commercial operating systems support this requirement.
Notable operating systems that support process isolation:Unix, Linux, OS X, VMS, Microsoft Windows from Windows NT 3.1 and beyond.
Does the company use address process isolation as part of the application development?
Control Name
Control Description
Control Enhancements
SC-39
Process Isolation 
The information system maintains a separate execution domain for each executing process. Information systems can maintain separate execution domains for each executing process by assigning each process a separate address space. Each information system process has a distinct address space so that communication between processes is performed in a manner controlled through the security functions, and one process cannot modify the executing code of another process. Maintaining separate execution domains for executing processes can be achieved, for example, by implementing separate address spaces. This capability is available in most commercial operating systems that employ multi-state processor technologies.
Note: This control is only applicable for CSFOT.
Control
Description
Status
SI-1
System and Information Integrity Policy and Procedures
Recommend applying to only CSOFTIf development is being conducted at the site, is there a policy and procedure that identifies what checks will be built into the system/application and is the policy reviewed at least every year? SI policies would include those controls built into the application during development.
Must be issued/validated within the past year.
Control Name
Control Description
Control Enhancements
SI-1
System and Information Integrity Policy and Procedures
Information system and information integrity policy and procedures shall be developed, disseminated and reviewed/updated annually or if there is a significant change to facilitate implementing information system and information integrity security controls.
Control
Description
Status
SI-2
Flaw Remediation
Recommend that this applies to all C, CSAT, CNET, and CSOFTDoes the organization install patches and virus signatures? Patches and virus signatures are identified in the Policy Checker tools.
For CNET and CSOFT -
e.g. development or larger/complex sitesDoes the contractor site identify, report, and correct information system and/or application programs flaws?
Is this process supported through an automated tool as is found in SCAP approved Configuration Vulnerability scanners?
Control Name
Control Description
Control Enhancements
SI-2
Flaw Remediation
Contractors shall identify, report, and correct information system flaws. The contractor shall promptly install security-relevant software updates (e.g., patches, service packs, and hot fixes). Flaws discovered during security assessments, continuous monitoring, incident response activities, or information system error handling, are also addressed expeditiously. The contractor shall incorporate flaw remediation into their configuration management process. This allows for the required/anticipated remediation actions to be tracked and verified.
The contractor employs automated mechanisms at least monthly to determine the state of information system components with regard to flaw remediation.
Control
Description
Status
SI-3
Malicious Code Protection
Note: Malicious code protection mechanisms include, for example, anti-virus signature definitions.
Does the information system and/or application programs implement malicious code protection that includes the capability for automatic updates? An example of code protection may include Norton 360 security tools capturing information coming through inbound routers that contain malicious code.
For CNET and CSOFT-Is this a centrally managed process across the organization?
Control Name
Control Description
Control Enhancements
SI-3
Malicious Code Protection
The information system and/or application programs shall implement malicious code protection that includes a capability for automatic updates. Examples of malicious code include viruses, worms, spyware, Trojan horses, etc. The contractor shall weekly scan the IT assets for malicious code, and identify actions that shall occur in the event malicious code is detected. Possible actions include quarantine of malicious code, eradication, etc. Virus protection software shall be installed on all workstations, servers, or mobile computing devices.  The virus detection software shall be configured to perform automated updates on a daily basis, and perform automated scanning of all files, incoming and outgoing emails or other network communications.  Removable media, for example, USB devices, diskettes, or compact disks, shall be scanned whenever they are connected to a computing device.
Procedures shall be defined to institute malicious code detection as a centrally managed process. In addition, the contractor shall define how updates are reviewed and applied. Users of the information system shall not be able to bypass malicious code protection controls implemented by management. All contractors, including those in small company environments, shall ensure they have procured and installed software to enable malicious code to be detected and acted upon.
•  The contractor centrally manages malicious code protection mechanisms.
•  The information system automatically updates malicious code protection mechanisms (including signature definitions).
Control
Description
Status
SI-4
Information System Monitoring
For CNET and CSOFT -Note: Information system monitoring capability is achieved through a variety of tools and techniques (e.g., intrusion detection systems, intrusion prevention systems, malicious code protection software, scanning tools, audit record monitoring software, network monitoring software).
Does the company have tools to monitor the environment such as Network Intrusion Detection Systems (NIDS), Host Intrusion Detection Systems (HIDS)? An example of this kind of tool would be nCircle or McAffee.
Does the organization's use of automated tools  support near real-time analysis of events?
Does this capability examine both inbound and outbound traffic for detection of vulnerabilities and malicious code?
Do the tools that are used provide an automatic alerting functionality?
Control Name
Control Description
Control Enhancements
SI-4
Information System Monitoring
The contractor shall employ tools and techniques to monitor events on the information system to detect attacks, vulnerabilities, and detect, deter, and report on unauthorized use of the information system.  Whenever there is an elevated security level, the monitoring efforts shall be increased as necessary to enable deterrence, detection, and reporting to take place so that corrective actions shall be made to the networked environment.
Contractors with small IT environments, (e.g., using personal information systems) shall meet the intent of this control by implementing antivirus and firewall protection tools to monitor and protect them from cyber-attacks:
•  Automated tools for near real time analysis.
•  Monitors inbound and outbound communications for unusual activity. 
•  Provides near real time alert regarding potential compromise.
•  Prevents users from bypassing capabilities.
All contractors, including those in small company environments, shall ensure they have procured and installed software to enable vulnerability detection to take place.
•  The contractor employs automated tools to support near real-time analysis of events. 
•  The information system monitors inbound and outbound communications for unusual or unauthorized activities or conditions. 
•  The information system provides near real-time alerts when the following indications of compromise or potential compromise occur.
Control
Description
Status
SI-5
Security Alerts, Advisories, and Directives
Are advisories received from vendors such as Microsoft and are there procedures that define reporting requirements to ensure appropriate actions are taken by the company?
For CNET and CSOFT -Are notifications of significant system changes broadcast to users and are these changes made as necessary to the environment? 
For CSAT -For small companies, these companies should be responsible for applying upgrades to operating systems, etc. when the vendor has notified them of security flaws, etc.
Control Name
Control Description
Control Enhancements
SI-5
Security Alerts, Advisories, and Directives
For all information systems, the contractor shall ensure that they receive information system security alerts/advisories on a regular basis, issue alerts/advisories to appropriate personnel, and take appropriate actions as necessary. The contractor shall define appropriate personnel within the organization who shall receive the alerts/advisories, and who has responsibilities to act on these. All contractors, including those in small company environments, shall ensure they have procured and installed software to enable software advisories to be received and acted upon.
Control
Description
Status
SI-7
Software Firmware, and Information Integrity
Recommend adding to CNETDoes the information system detect unauthorized changes to software and information?
What integrity-checking mechanisms (e.g., parity checks, cyclical redundancy checks, cryptographic hashes) are used by the company?
Are the processes documented for the checking, such as when the process occur (system startup, shutdown, random) and the process to report and manage unauthorized changes?
Control Name
Control Description
Control Enhancements
SI-7
Software Firmware, and Information Integrity
The information system shall detect and protect against unauthorized changes to software and information. If an unauthorized change occurs, the contractor shall use configuration management practices to enable the information system or application to be restored to the correct operational state. Procedures shall be established to enable data to be corrected. Auditing concepts shall be applied to enable identification of the events that caused the unauthorized change and take actions as necessary. All contractors, including those in small company environments, shall ensure they have procured and installed software to enable the information system to prevent unauthorized software to be installed.
When information systems contain SBU information, the contractor complies with software copyright usage restrictions. The contractor shall enforce explicit rules governing the downloading and installation of software by users.
•  The contractor shall perform at least annually, an integrity scan of the information system.
•  The contractor incorporates the detection of unauthorized software into the contractor’s incident response capability.
Control
Description
Status
SI-8
Spam Protection
Are there spam protection mechanisms at information system entry and exit points for firewalls, email, laptop computers, web servers, proxy servers, remote access servers, workstations, mobile devices, notebooks, etc?
Is this a centrally managed function?
Are there automatic updates to the spam protection definitions?
Control Name
Control Description
Control Enhancements
SI-8
Spam Protection
Contractors shall employ and maintain up-to-date spam protection mechanisms at information system entry, exit points, and at the workstations. Server or mobile computing devices shall be on the network to detect and take action on unsolicited messages transported by electronic mail, mail attachments, web access or other common means. All contractors, including those in small company environments, shall ensure they have procured and installed software to enable spam protection within the email environment, if this is contained on the same asset used to conduct IRS work.
•  The contractor centrally manages spam protection mechanisms.
•  The information system automatically updates spam protection mechanisms.
Control
Description
Status
SI-10
Information Input Validation
For CSOFT -Note: Checking the valid syntax and semantics of information system inputs (e.g., character set, length, numerical range, and acceptable values) verifies that inputs match specified definitions for format and content.
Do the information system and/or application programs check information inputs for accuracy, completeness, and validity?
Control Name
Control Description
Control Enhancements
SI-10
Information Input Validation
For any applications developed by contractors, developers shall ensure there are consistency checks applied to ensure that information is checked for accuracy, completeness, validity, and authenticity.
Control
Description
Status
SI-11
Error Handling
For CSOFT - 
Are error messages returned to the user edited to exclude system level information?  In example, data entry errors must not contain text describing database definitions (table, field names etc.)
Control Name
Control Description
Control Enhancements
SI-11
Error Handling
The information system shall identify security relevant error conditions and handle error conditions in an expeditious manner. Procedures shall be developed to enable errors to be identified and corrected. In addition, errors shall not expose information to others that could allow the information system or application to be compromised. An example of an error message a user may receive is when they type either their user ID or password incorrectly. The error message notifies the user they cannot be logged in, but it does not tell them if they provided an invalid user ID or password.
Control
Description
Status
SI-12
Information Output Handling and Retention
Is the company handling data according to record retention requirements defined by the IRS. (IRS uses IRM 1.15).This applies to the life cycle of the contract as well as at the end of the contract?
Control Name
Control Description
Control Enhancements
SI-12
Information Output Handling and Retention
Contractors shall handle and retain data within the information system, according to record retention standards. The IRS shall identify the record retention standards to the contractor. In addition, once the contract expires, all data shall be returned to the IRS, unless specifically identified otherwise in the contract. No records shall be maintained, in paper or electronically, unless approved by the IRS COR.
Control
Description
Status
SI-16
Memory Protection
Recommend applying to CNET and CSOFT
Note: This control address a security feature that is often a security feature included in modern operating systems and is intended to prevent an application or service from executing code from a non-executable memory region. This helps prevent certain exploits that store code via a buffer overflow.
Is the company using current versions of Linux, Mac OS X, iOS, Android, or Microsoft Windows XP SP2 and later?
In Windows has the "Data Execution Prevention” setting been disabled? (Enabled is the default setting and should be retained to support this control)
Control Name
Control Description
Control Enhancements
SI-16
Memory Protection
The contractor shall implement protection on any data asset used to process IRS information to protect its memory from unauthorized code execution.
Control
Description
Status
AR-3
Privacy Requirements for Contractors and Service Providers
Are procedures in place that identify how data will be used?
Question to the COR: Is there a Privacy Impact Assessment (PIA) on file with PGLD for any contract that is being used to capture PII?
Need to modify CSA SOP to create a process similar to how we check background checks with CSM
Control Name
Control Description
Control Enhancements
AR-3
Privacy Requirements for Contractors and Service Providers
The contractor shall ensure that data is used, only as identified, in the IRS contract and that the data will be used for nothing else to ensure the privacy of the individual.
Control
Description
Status
AR-5
Privacy Awareness and Training
Do employees receive privacy awareness training?
Note: Use the AT-2 awareness training responses. If all training has been completed, per CSM, this requirement will be met.
Control Name
Control Description
Control Enhancements
AR-5
Privacy Awareness and Training
Privacy awareness will be included within the IRS mandatory training.  All employees who handle or process IRS PII shall be responsible for being aware of their privacy responsibilities.
Control
Description
Status
SE-2
Privacy Incident Response 
Is there a process to report on disclosures or privacy incidents to the IRS?
Note: Use IR response procedures.
Control Name
Control Description
Control Enhancements
SE-2
Privacy Incident Response 
All privacy-related incidents must be reported to the IRS as identified in IR-6, Section 18.6.
Control
Description
Status
DM-2
Data Retention and Disposal
Is there a policy and procedure that defines IRS requirements for secure destruction and deletion of PII?
Control Name
Control Description
Control Enhancements
DM-2
Data Retention and Disposal
Once disposal is complete, a copy of the disposal record and notification must be provided to the IRS CO/COR.
Control
Description
Status
DM-3
Minimization of PII Used in Testing, Training, and Research 
Does the contractor restrict the use of PII for system development, testing, training, and research?
Control Name
Control Description
Control Enhancements
DM-3
Minimization of PII Used in Testing, Training, and Research 
IRS provided PII shall not be used for testing, training, or research without the explicit permission of the IRS.
Control
Description
Status
SE-1
Inventory of Personally Identifiable Information 
Is there an inventory PII delivered by the IRS?
Is there PII gathered on behalf of the IRS by the contractor?
This should identify the source/location of PII as it relates to devices and servers housing this information.
Control Name
Control Description
Control Enhancements
SE-1
Inventory of Personally Identifiable Information 
The contractor is responsible for maintaining an inventory of all PII provided to the contractor, generated by the contractor, or used by the contractor sufficient to enable notification to taxpayers, if disclosed.
The inventory of PII must be updated semi-annually with a final inventory notification provided to the COR.
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