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Control type
Security Control Type
Control number	
Publication 4812 Control Number
Impact level
FIPS 199 Designation - "H"-High; "M"-Moderate; "L"-Low
Case number
Publication 4812 Control Identifier
Test case
Test procedure objective
Expected result
Detailed test procedures to follow for test execution
GSS or MA
Status
Reviewer to indicate if the test case passed, failed or is not applicable. Accepted values are Met, Not Met, Not Met – Repeat Issue, NA, RBD – with Doc and RBD – without Doc.
Artifacts & documentation
Document the evidence to support the test result for the test case
Implementation of control
As evidence, provide the following information for the following assessment methods:
1. Interview - Name and title of the person providing information. Also provide the date when the interview occurred and an indication of whether or not the information provided by the interviewee meets the test objective.
2. Examination - Provide the name, title, and date of the document referenced as the evidence. Also provide section number where the pertinent information is resident within the document (if possible) and an indication of how the document examined does or does not meet the test objective.
3. Test - Description of the condition observed during the test and how it does or does not meet the test objective.
 
If the test case is marked as N/A, then provide appropriate justification as to why the control is considered N/A.
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Control
Description
Status
PE-1
Are contractor issued and managed ID card policies in place and communicated to employees?
Control Name
Control Description
Expected Result
PE-1
Physical and Environmental Protection Policy and Procedures 
Policies and procedures shall be developed, documented, disseminated, and reviewed/updated annually or if there is a significant change to facilitate implementing physical and environmental protection controls.
Control
Description
Status
PE-2(1)
Have ID cards been issued to all employees who perform work in contractor-managed facilities/work areas?

Note: Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. The access list to the information and areas handling and processing SBU information shall be updated at least quarterly. Additionally, the process used to manage identification badges shall be sufficient to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee comes into the organization, changes access, or departs the organization, the access/list and identification badge must be updated so that access is added, modified or deleted within 24 hours.
Control Name
Control Description
Expected Result
PE-2
Physical Access Authorization 
Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. ID cards issued to employees and the card key inventory must be reconciled at least annually. The access list to the information and areas handling and processing SBU information shall also be updated at least annually.

If a contractor company is of limited size and the company manager/owner can sufficiently visually identify all individuals working at the facility, worn badges will not be required. Any contractor company with over 25 employees would be required to have a badging system in place. In the event that an inspection is taking place, an employee may be requested to provide verification of identity to an authorized government agent.  Additionally, the contractor must have a procedure to issue, manage, and track ID cards for visitors.

Otherwise, the contractor company shall issue and manage badges to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee departs the organization, the access/list and identification badge must be updated so that access is modified or deleted within 24 hours, as required.  Employees must be made aware that ID media (identification cards) must be used for authorized access. Media should be safeguarded to prevent unauthorized use.  All lost/stolen ID cards must be reported to management, as soon as loss is identified.
Control
Description
Status
PE-2(2)
Are employees who have been issued ID cards that perform IRS work required to wear them at all times? This is required whenever the company has more than 25 employees working at the site.
Control Name
Control Description
Expected Result
PE-2
Physical Access Authorization 
Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. ID cards issued to employees and the card key inventory must be reconciled at least annually. The access list to the information and areas handling and processing SBU information shall also be updated at least annually.

If a contractor company is of limited size and the company manager/owner can sufficiently visually identify all individuals working at the facility, worn badges will not be required. Any contractor company with over 25 employees would be required to have a badging system in place. In the event that an inspection is taking place, an employee may be requested to provide verification of identity to an authorized government agent.  Additionally, the contractor must have a procedure to issue, manage, and track ID cards for visitors.

Otherwise, the contractor company shall issue and manage badges to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee departs the organization, the access/list and identification badge must be updated so that access is modified or deleted within 24 hours, as required.  Employees must be made aware that ID media (identification cards) must be used for authorized access. Media should be safeguarded to prevent unauthorized use.  All lost/stolen ID cards must be reported to management, as soon as loss is identified.
Control
Description
Status
PE-2(3)
Are employees aware of their responsibility to safeguard ID cards (do not allow others to use card/do not leave ID card in view unattended)?
Control Name
Control Description
Expected Result
PE-2
Physical Access Authorization 
Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. ID cards issued to employees and the card key inventory must be reconciled at least annually. The access list to the information and areas handling and processing SBU information shall also be updated at least annually.

If a contractor company is of limited size and the company manager/owner can sufficiently visually identify all individuals working at the facility, worn badges will not be required. Any contractor company with over 25 employees would be required to have a badging system in place. In the event that an inspection is taking place, an employee may be requested to provide verification of identity to an authorized government agent.  Additionally, the contractor must have a procedure to issue, manage, and track ID cards for visitors.

Otherwise, the contractor company shall issue and manage badges to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee departs the organization, the access/list and identification badge must be updated so that access is modified or deleted within 24 hours, as required.  Employees must be made aware that ID media (identification cards) must be used for authorized access. Media should be safeguarded to prevent unauthorized use.  All lost/stolen ID cards must be reported to management, as soon as loss is identified.
Control
Description
Status
PE-2(4)
 Are employees aware of the requirement to immediately report lost or stolen ID cards?
Control Name
Control Description
Expected Result
PE-2
Physical Access Authorization 
Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. ID cards issued to employees and the card key inventory must be reconciled at least annually. The access list to the information and areas handling and processing SBU information shall also be updated at least annually.

If a contractor company is of limited size and the company manager/owner can sufficiently visually identify all individuals working at the facility, worn badges will not be required. Any contractor company with over 25 employees would be required to have a badging system in place. In the event that an inspection is taking place, an employee may be requested to provide verification of identity to an authorized government agent.  Additionally, the contractor must have a procedure to issue, manage, and track ID cards for visitors.

Otherwise, the contractor company shall issue and manage badges to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee departs the organization, the access/list and identification badge must be updated so that access is modified or deleted within 24 hours, as required.  Employees must be made aware that ID media (identification cards) must be used for authorized access. Media should be safeguarded to prevent unauthorized use.  All lost/stolen ID cards must be reported to management, as soon as loss is identified.
Control
Description
Status
PE-2(5)
Are ID cards issued to visitors?
Control Name
Control Description
Expected Result
PE-2
Physical Access Authorization 
Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. ID cards issued to employees and the card key inventory must be reconciled at least annually. The access list to the information and areas handling and processing SBU information shall also be updated at least annually.

If a contractor company is of limited size and the company manager/owner can sufficiently visually identify all individuals working at the facility, worn badges will not be required. Any contractor company with over 25 employees would be required to have a badging system in place. In the event that an inspection is taking place, an employee may be requested to provide verification of identity to an authorized government agent.  Additionally, the contractor must have a procedure to issue, manage, and track ID cards for visitors.

Otherwise, the contractor company shall issue and manage badges to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee departs the organization, the access/list and identification badge must be updated so that access is modified or deleted within 24 hours, as required.  Employees must be made aware that ID media (identification cards) must be used for authorized access. Media should be safeguarded to prevent unauthorized use.  All lost/stolen ID cards must be reported to management, as soon as loss is identified.
Control
Description
Status
PE-2(6)
Is an annual audit and reconciliation done on Visitor ID card files?
Control Name
Control Description
Expected Result
PE-2
Physical Access Authorization 
Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. ID cards issued to employees and the card key inventory must be reconciled at least annually. The access list to the information and areas handling and processing SBU information shall also be updated at least annually.

If a contractor company is of limited size and the company manager/owner can sufficiently visually identify all individuals working at the facility, worn badges will not be required. Any contractor company with over 25 employees would be required to have a badging system in place. In the event that an inspection is taking place, an employee may be requested to provide verification of identity to an authorized government agent.  Additionally, the contractor must have a procedure to issue, manage, and track ID cards for visitors.

Otherwise, the contractor company shall issue and manage badges to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee departs the organization, the access/list and identification badge must be updated so that access is modified or deleted within 24 hours, as required.  Employees must be made aware that ID media (identification cards) must be used for authorized access. Media should be safeguarded to prevent unauthorized use.  All lost/stolen ID cards must be reported to management, as soon as loss is identified.
Control
Description
Status
PE-2(7)
Is a record maintained on the issuance of keys/key cards?
Control Name
Control Description
Expected Result
PE-2
Physical Access Authorization 
Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. ID cards issued to employees and the card key inventory must be reconciled at least annually. The access list to the information and areas handling and processing SBU information shall also be updated at least annually.

If a contractor company is of limited size and the company manager/owner can sufficiently visually identify all individuals working at the facility, worn badges will not be required. Any contractor company with over 25 employees would be required to have a badging system in place. In the event that an inspection is taking place, an employee may be requested to provide verification of identity to an authorized government agent.  Additionally, the contractor must have a procedure to issue, manage, and track ID cards for visitors.

Otherwise, the contractor company shall issue and manage badges to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee departs the organization, the access/list and identification badge must be updated so that access is modified or deleted within 24 hours, as required.  Employees must be made aware that ID media (identification cards) must be used for authorized access. Media should be safeguarded to prevent unauthorized use.  All lost/stolen ID cards must be reported to management, as soon as loss is identified.
Control
Description
Status
PE-2(8)
Is a procedure in place for recovery of ID cards/key cards (when an employee separates, transfer, etc.)?
Control Name
Control Description
Expected Result
PE-2
Physical Access Authorization 
Designated officials or designees within the contractor’s organization shall develop, review, keep current, and approve the access list and authorization credentials, i.e. identification badges. ID cards issued to employees and the card key inventory must be reconciled at least annually. The access list to the information and areas handling and processing SBU information shall also be updated at least annually.

If a contractor company is of limited size and the company manager/owner can sufficiently visually identify all individuals working at the facility, worn badges will not be required. Any contractor company with over 25 employees would be required to have a badging system in place. In the event that an inspection is taking place, an employee may be requested to provide verification of identity to an authorized government agent.  Additionally, the contractor must have a procedure to issue, manage, and track ID cards for visitors.

Otherwise, the contractor company shall issue and manage badges to enable employees assigned to IRS work to be readily identified. The authorization of employees must be reconciled periodically. Any time an employee departs the organization, the access/list and identification badge must be updated so that access is modified or deleted within 24 hours, as required.  Employees must be made aware that ID media (identification cards) must be used for authorized access. Media should be safeguarded to prevent unauthorized use.  All lost/stolen ID cards must be reported to management, as soon as loss is identified.
Control
Description
Status
PE-3(1)
If there is a restricted area, is this protected as such and identified as a restricted area with signage and physical security controls?
Control Name
Control Description
Expected Result
PE-3(1)
Physical Access Control
Restricted / Limited Access Areas
When designating an area as limited access, it is important to ensure that management controls of the area are in place. Examples of a restricted/limited access area include but are not limited to computer rooms, telecommunication closets, processing work areas, or other areas that information is readily available to any employee working within that area.
Control
Description
Status
PE-3(2)
Is access to the offices controlled during working hours so that only employees approved to work on the contract have access to information (verbal, hard copy, or digital) have access to the area?
Control Name
Control Description
Expected Result
PE-3(2)
Physical Access Control
The contractor shall develop a clean desk policy that requires all employees to secure SBU information after work hours, during extended absence from work such as lunch, or when employee is not immediately working with the SBU information. The clean desk policy must be communicated to all employees. p. 113, Secured interior perimeter
Control
Description
Status
PE-3(3)
Is sensitive data stored in locked containers?
Control Name
Control Description
Expected Result
PE-3(3)
Physical Access Control
The contractor shall develop a clean desk policy that requires all employees to secure SBU information after work hours, during extended absence from work such as lunch, or when employee is not immediately working with the SBU information. The clean desk policy must be communicated to all employees. p. 113.
Control
Description
Status
PE-3(4)
Are keys to locked containers controlled?
Control Name
Control Description
Expected Result
PE-3(4)
Physical Access Control
Security containers page 111; To maintain the integrity of the security container, key locks shall have only two (2) keys and strict control of the keys is mandatory; combinations shall be given only to those individuals who have a need to access the container.
Control
Description
Status
PE-3(5)
 Is data locked up when not under supervision of authorized employee?
Control Name
Control Description
Expected Result
PE-3(5)
Physical Access Control
The contractor shall develop a clean desk policy that requires all employees to secure SBU information after work hours, during extended absence from work such as lunch, or when employee is not immediately working with the SBU information. The clean desk policy must be communicated to all employees. p. 113, Secured interior perimeter.
Control
Description
Status
PE-3(6)
Is there a Secure Room enclosed by slab-to-slab walls or other compensatory measures in place where IRS work is performed?
Note: Evaluate at Data Centers, computer rooms, and telecommunication closets.
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(7)
Can the contractor demonstrate that the company has a clean desk policy including a clean desk policy for removable media for all work areas and is this communicated to all employees?
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(8)
Is the Secure Room door locked at all times?
Is the door protected with hinge tamper proofing or IDS observation?
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(9)
If there any vents/louvers associated with the door to the Secure Room, are these protected using IDS?
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(10)
Is an annual audit and reconciliation done on keys/key cards?
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(11)
 Are specific employees responsible for issuance of keys/key cards?
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(12)
Are procedures in place for changing lock combinations when the safe or lock is originally received; annually; when an employee who knows the combination retires, resigns, transfers or no longer has a need to know; or, if the combination is compromised?
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(13)
Is access into work area being controlled and monitored.
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(14)
Is incoming mail, not being distributed or processed, stored in a secured area or in locked containers when not in the possession of an authorized person?
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(15)
Are loading docks properly secured?
Control Name
Control Description
Expected Result
PE-3
Physical Access Control
When designating an area as limited access, it is important to ensure that management controls of the area are in place. This shall apply to all areas where access may be made into a secured perimeter. Examples of areas that may require additional protection may include stairwell doors and loading dock areas. When designating an area as limited access, it is important to ensure that management controls of the area are in place.

The contractor shall control all access points to the facility.  This shall not apply to areas officially designated as publicly accessible. The contractor shall ensure that access is authorized and verified before granting access to areas where IRS information is processed or stored.  
Prior to authorizing access to facilities and/or areas where IRS information is processed, visitors shall be authenticated. This does not apply to areas designated as publicly accessible.

The entry control monitor shall verify the identity of visitors by comparing the name and signature entered in the register with the name and signature of some type of photo identification card, such as a driver’s license. When leaving the area, the entry control monitor or escort shall enter the visitor's time of departure. Each register shall be closed out at the end of each month and reviewed by the area supervisor/manager.

Whenever visitors enter the area, the contractor shall capture the following information: their name, signature, assigned work area, escort, purpose of entry, and time and date of entry.
Control
Description
Status
PE-3(16)
Is access into work area being controlled and monitored.
IRM Number
IRM Section Title
IRM Guidance
10.2.14.5(1)
Restricted Area
(1) A Restricted Area is an area to which access is limited to authorized personnel only. Restricted area space can be identified by PSEP Territory Managers, based on critical assets. All restricted areas must meet secured area requirements. Designating a facility or space within a facility a restricted areas is an effective method of controlling the movement of individuals and eliminating unnecessary traffic through critical areas, thereby reducing the opportunity for unauthorized entry, unauthorized disclosure, and theft of tax information or other equipment or resources.
Control
Description
Status
PE-3(17)
Are work areas utilized to perform Service work designated as restricted or controlled?
IRM Number
IRM Section Title
IRM Guidance
10.2.14.5(1)
Restricted Area
(1) A Restricted Area is an area to which access is limited to authorized personnel only. Restricted area space can be identified by PSEP Territory Managers, based on critical assets. All restricted areas must meet secured area requirements. Designating a facility or space within a facility a restricted areas is an effective method of controlling the movement of individuals and eliminating unnecessary traffic through critical areas, thereby reducing the opportunity for unauthorized entry, unauthorized disclosure, and theft of tax information or other equipment or resources.
Control
Description
Status
PE-3(18)
Is incoming mail, not being distributed or processed, stored in a secured area or in locked containers when not in the possession of an authorized person?
IRM Number
IRM Section Title
IRM Guidance
10.2.11.12.2
Protection of Mail
Incoming mail, not being distributed or processed, will be stored in a secured area or in locked containers when possible. Mail, incoming and outgoing, will not be left unattended in areas open to the public
Control
Description
Status
PE-4(1)
Is sensitive information (SBU) transmitted from one location to another?
Control Name
Control Description
Expected Result
PE-4
Access Control for Transmission Medium
The contractor shall physically control and monitor access to transmission lines and closets within the contractor facilities using physical safeguards. Security safeguards to control physical access to information system distribution and transmission lines include, for example: (i) locked wiring closets; (ii) disconnected or locked spare jacks; and/or (iii) protection of cabling by conduit or cable trays.
Any time SBU information is transported from one (1) location to another, care shall be taken to provide safeguards. In the event the material is hand-carried by an individual in connection with a trip or in the course of daily activities, it shall be kept with that individual and protected from unauthorized disclosures. For example, when not in use, and definitely when the individual is out of their hotel room, the material is to be out of view, preferably in a locked briefcase or suitcase.All shipments of SBU information (including electronic, optical or other removable media and microfilm) shall be documented on a transmittal form and monitored to ensure that each shipment is properly and timely received and acknowledged. All SBU information transported through the mail or courier/messenger service shall be double-sealed; that is one (1) envelope within another envelope. In addition, the address shall be contained on both the outer and inner envelope. The inner envelope shall be marked SBU with some indication that only the designated official or delegate is authorized to open it. Using sealed boxes serves the same purpose as double sealing and prevents anyone from viewing the contents thereof. All removable media must be encrypted, in accordance with FIPS 140-2 or later standards and as defined in Section 11.14, when in transit if it contains SBU data.As practical, computers and IT media as well as sensitive information shall be secured when in hotel rooms, when hotel room is unattended.When transporting IRS SBU material, the contractor shall ensure that material shall be safeguarded at all times during transport.Methods to secure material shall include but not be limited to sealed envelopes, locked/electronically secured media transport containers, etc.Any information stored in an automobile shall be stored in the trunk. If impractical, the information should be covered from view.Ensure the courier vehicle is locked and secured when in possession of IRS data and/or remittances.Ensure the vehicles used by the couriers are:
•   Maintained in good condition, appearance and working order.
•   Enclosed to ensure the packages and/or containers carried by the vehicle are secure.
•   The vehicle must be secured. Vehicle doors must be secured (doors closed and locked) during transportation of the IRS packages or containers. All windows must be up in the vehicle during the transportation of data and remittances.
•   The areas of the vehicles in which the packages and/or containers are placed, must be clear and debris-free. Other items are not to be commingled with the packages and/or containers.
Control
Description
Status
PE-4(2)
If sensitive information (SBU) is transmitted and person hand carries the material in connection with a trip or in the course of daily activities, is it kept with him/her at all times?
Control Name
Control Description
Expected Result
PE-4
Access Control for Transmission Medium
The contractor shall physically control and monitor access to transmission lines and closets within the contractor facilities using physical safeguards. Security safeguards to control physical access to information system distribution and transmission lines include, for example: (i) locked wiring closets; (ii) disconnected or locked spare jacks; and/or (iii) protection of cabling by conduit or cable trays.
Any time SBU information is transported from one (1) location to another, care shall be taken to provide safeguards. In the event the material is hand-carried by an individual in connection with a trip or in the course of daily activities, it shall be kept with that individual and protected from unauthorized disclosures. For example, when not in use, and definitely when the individual is out of their hotel room, the material is to be out of view, preferably in a locked briefcase or suitcase.All shipments of SBU information (including electronic, optical or other removable media and microfilm) shall be documented on a transmittal form and monitored to ensure that each shipment is properly and timely received and acknowledged. All SBU information transported through the mail or courier/messenger service shall be double-sealed; that is one (1) envelope within another envelope. In addition, the address shall be contained on both the outer and inner envelope. The inner envelope shall be marked SBU with some indication that only the designated official or delegate is authorized to open it. Using sealed boxes serves the same purpose as double sealing and prevents anyone from viewing the contents thereof. All removable media must be encrypted, in accordance with FIPS 140-2 or later standards and as defined in Section 11.14, when in transit if it contains SBU data.As practical, computers and IT media as well as sensitive information shall be secured when in hotel rooms, when hotel room is unattended.When transporting IRS SBU material, the contractor shall ensure that material shall be safeguarded at all times during transport.Methods to secure material shall include but not be limited to sealed envelopes, locked/electronically secured media transport containers, etc.Any information stored in an automobile shall be stored in the trunk. If impractical, the information should be covered from view.Ensure the courier vehicle is locked and secured when in possession of IRS data and/or remittances.Ensure the vehicles used by the couriers are:
•   Maintained in good condition, appearance and working order.
•   Enclosed to ensure the packages and/or containers carried by the vehicle are secure.
•   The vehicle must be secured. Vehicle doors must be secured (doors closed and locked) during transportation of the IRS packages or containers. All windows must be up in the vehicle during the transportation of data and remittances.
•   The areas of the vehicles in which the packages and/or containers are placed, must be clear and debris-free. Other items are not to be commingled with the packages and/or containers.
Control
Description
Status
PE-4(3)
If sensitive information (SBU) must be left in an automobile is it secured and locked in the trunk at all times?
Control Name
Control Description
Expected Result
PE-4
Access Control for Transmission Medium
The contractor shall physically control and monitor access to transmission lines and closets within the contractor facilities using physical safeguards. Security safeguards to control physical access to information system distribution and transmission lines include, for example: (i) locked wiring closets; (ii) disconnected or locked spare jacks; and/or (iii) protection of cabling by conduit or cable trays.
Any time SBU information is transported from one (1) location to another, care shall be taken to provide safeguards. In the event the material is hand-carried by an individual in connection with a trip or in the course of daily activities, it shall be kept with that individual and protected from unauthorized disclosures. For example, when not in use, and definitely when the individual is out of their hotel room, the material is to be out of view, preferably in a locked briefcase or suitcase.All shipments of SBU information (including electronic, optical or other removable media and microfilm) shall be documented on a transmittal form and monitored to ensure that each shipment is properly and timely received and acknowledged. All SBU information transported through the mail or courier/messenger service shall be double-sealed; that is one (1) envelope within another envelope. In addition, the address shall be contained on both the outer and inner envelope. The inner envelope shall be marked SBU with some indication that only the designated official or delegate is authorized to open it. Using sealed boxes serves the same purpose as double sealing and prevents anyone from viewing the contents thereof. All removable media must be encrypted, in accordance with FIPS 140-2 or later standards and as defined in Section 11.14, when in transit if it contains SBU data.As practical, computers and IT media as well as sensitive information shall be secured when in hotel rooms, when hotel room is unattended.When transporting IRS SBU material, the contractor shall ensure that material shall be safeguarded at all times during transport.Methods to secure material shall include but not be limited to sealed envelopes, locked/electronically secured media transport containers, etc.Any information stored in an automobile shall be stored in the trunk. If impractical, the information should be covered from view.Ensure the courier vehicle is locked and secured when in possession of IRS data and/or remittances.Ensure the vehicles used by the couriers are:
•   Maintained in good condition, appearance and working order.
•   Enclosed to ensure the packages and/or containers carried by the vehicle are secure.
•   The vehicle must be secured. Vehicle doors must be secured (doors closed and locked) during transportation of the IRS packages or containers. All windows must be up in the vehicle during the transportation of data and remittances.
•   The areas of the vehicles in which the packages and/or containers are placed, must be clear and debris-free. Other items are not to be commingled with the packages and/or containers.
Control
Description
Status
PE-4(4)
If sensitive information (SBU) must be left in a Hotel/motel rooms are the materials locked in a briefcase and concealed to the extent possible?
Control Name
Control Description
Expected Result
PE-4
Access Control for Transmission Medium
The contractor shall physically control and monitor access to transmission lines and closets within the contractor facilities using physical safeguards. Security safeguards to control physical access to information system distribution and transmission lines include, for example: (i) locked wiring closets; (ii) disconnected or locked spare jacks; and/or (iii) protection of cabling by conduit or cable trays.
Any time SBU information is transported from one (1) location to another, care shall be taken to provide safeguards. In the event the material is hand-carried by an individual in connection with a trip or in the course of daily activities, it shall be kept with that individual and protected from unauthorized disclosures. For example, when not in use, and definitely when the individual is out of their hotel room, the material is to be out of view, preferably in a locked briefcase or suitcase.All shipments of SBU information (including electronic, optical or other removable media and microfilm) shall be documented on a transmittal form and monitored to ensure that each shipment is properly and timely received and acknowledged. All SBU information transported through the mail or courier/messenger service shall be double-sealed; that is one (1) envelope within another envelope. In addition, the address shall be contained on both the outer and inner envelope. The inner envelope shall be marked SBU with some indication that only the designated official or delegate is authorized to open it. Using sealed boxes serves the same purpose as double sealing and prevents anyone from viewing the contents thereof. All removable media must be encrypted, in accordance with FIPS 140-2 or later standards and as defined in Section 11.14, when in transit if it contains SBU data.As practical, computers and IT media as well as sensitive information shall be secured when in hotel rooms, when hotel room is unattended.When transporting IRS SBU material, the contractor shall ensure that material shall be safeguarded at all times during transport.Methods to secure material shall include but not be limited to sealed envelopes, locked/electronically secured media transport containers, etc.Any information stored in an automobile shall be stored in the trunk. If impractical, the information should be covered from view.Ensure the courier vehicle is locked and secured when in possession of IRS data and/or remittances.Ensure the vehicles used by the couriers are:
•   Maintained in good condition, appearance and working order.
•   Enclosed to ensure the packages and/or containers carried by the vehicle are secure.
•   The vehicle must be secured. Vehicle doors must be secured (doors closed and locked) during transportation of the IRS packages or containers. All windows must be up in the vehicle during the transportation of data and remittances.
•   The areas of the vehicles in which the packages and/or containers are placed, must be clear and debris-free. Other items are not to be commingled with the packages and/or containers.
Control
Description
Status
PE-6(1)
Is there an audible sounding device (alarm) for each room within the firewall encapsulated area of the computer complex that will alert the complex that unauthorized person(s) have entered the area? 
Control Name
Control Description
Expected Result
PE-6(1)
Visitor Control 
Examine organizational records, documents, and the facility where the system resides to determine if the organization controls physical access to the information system by authenticating visitors before authorizing access to the facility or areas other than areas designated as publicly accessible.
Visitors are authenticated by guards when they sign in at the guard desk.
Control
Description
Status
PE-6(2)
Are the Computer room doors secured against unauthorized or casual passage?
Control Name
Control Description
Expected Result
PE-6(2)
Visitor Control 
Interview selected organizational personnel with physical and/or environmental protection responsibilities to determine if the Personal Identity Verification (PIV) credentials for federal government employees and contractors conform to FIPS 201, and the issuing organizations for the PIV credentials are accredited in accordance with the provisions of NIST Special Publication 800-79.
IRS is not currently issuing PIV credentials.
Control
Description
Status
PE-6(3)
Does the building have an intrusion alarm system?
Note: This applies to data centers and larger offices.
Control Name
Control Description
Expected Result
PE-6
Monitoring Physical Access
The contractor or designee shall monitor physical access to SBU information and the information systems where IRS information is stored to detect and respond to physical security incidents. Physical access logs shall be reviewed annually or upon occurrence of or potential indication of an event.
Physical security Intrusion Detection Systems (IDS) are designed to detect attempted breaches of perimeter areas.  IDS can be used in conjunction with other measures to provide forced entry protection for after-hours security.  Additionally, alarms for individual and document safety (fire) and other physical hazards (water pipe breaks) are recommended. Alarms shall annunciate at an on-site protection console, a central station, or local police station.  Physical security IDS include, but are not limited to door and window contacts, magnetic switches and motion sensors designed to set off an alarm at a given location when the sensor is disturbed.
The contractor monitors real-time physical intrusion alarms and surveillance equipment.
Control
Description
Status
PE-6(4)
Does the IRS workspace contain Electronic Intrusion Detection System?
Control Name
Control Description
Expected Result
PE-6
Monitoring Physical Access
The contractor or designee shall monitor physical access to SBU information and the information systems where IRS information is stored to detect and respond to physical security incidents. Physical access logs shall be reviewed annually or upon occurrence of or potential indication of an event.
Physical security Intrusion Detection Systems (IDS) are designed to detect attempted breaches of perimeter areas.  IDS can be used in conjunction with other measures to provide forced entry protection for after-hours security.  Additionally, alarms for individual and document safety (fire) and other physical hazards (water pipe breaks) are recommended. Alarms shall annunciate at an on-site protection console, a central station, or local police station.  Physical security IDS include, but are not limited to door and window contacts, magnetic switches and motion sensors designed to set off an alarm at a given location when the sensor is disturbed.
The contractor monitors real-time physical intrusion alarms and surveillance equipment.
Control
Description
Status
PE-6(5)
Is the response time required after an alarm 15 minutes or less?
Control Name
Control Description
Expected Result
PE-6
Monitoring Physical Access
The contractor or designee shall monitor physical access to SBU information and the information systems where IRS information is stored to detect and respond to physical security incidents. Physical access logs shall be reviewed annually or upon occurrence of or potential indication of an event.
Physical security Intrusion Detection Systems (IDS) are designed to detect attempted breaches of perimeter areas.  IDS can be used in conjunction with other measures to provide forced entry protection for after-hours security.  Additionally, alarms for individual and document safety (fire) and other physical hazards (water pipe breaks) are recommended. Alarms shall annunciate at an on-site protection console, a central station, or local police station.  Physical security IDS include, but are not limited to door and window contacts, magnetic switches and motion sensors designed to set off an alarm at a given location when the sensor is disturbed.
The contractor monitors real-time physical intrusion alarms and surveillance equipment.
Control
Description
Status
PE-6(6)
Are personnel required to use their access card when entering doors w/card reader access?  
IRM Number
IRM Section Title
IRM Guidance
10.2.14-1(a)
Exhibit 10.2.14-1 Instruction for Receptionists (Monitors) at Entrances to Restricted Areas
Exhibit 10.2.14-1 Instruction for Receptionists (Monitors) at Entrances to Restricted Areas
Control
Description
Status
PE-6(7)
Do alarms annunciate at a protection console, a central station or a local police or fire station where a timely response is available?
Control Name
Control Description
Expected Result
PE-6
Monitoring Physical Access
The contractor or designee shall monitor physical access to SBU information and the information systems where IRS information is stored to detect and respond to physical security incidents. Physical access logs shall be reviewed annually or upon occurrence of or potential indication of an event.
Physical security Intrusion Detection Systems (IDS) are designed to detect attempted breaches of perimeter areas.  IDS can be used in conjunction with other measures to provide forced entry protection for after-hours security.  Additionally, alarms for individual and document safety (fire) and other physical hazards (water pipe breaks) are recommended. Alarms shall annunciate at an on-site protection console, a central station, or local police station.  Physical security IDS include, but are not limited to door and window contacts, magnetic switches and motion sensors designed to set off an alarm at a given location when the sensor is disturbed.
The contractor monitors real-time physical intrusion alarms and surveillance equipment.
Control
Description
Status
PE-6(8)
Is the number of entrances into the restricted area kept to a minimum and each entrance controlled?
Control Name
Control Description
Expected Result
PE-6
Monitoring Physical Access
The contractor or designee shall monitor physical access to SBU information and the information systems where IRS information is stored to detect and respond to physical security incidents. Physical access logs shall be reviewed annually or upon occurrence of or potential indication of an event.
Physical security Intrusion Detection Systems (IDS) are designed to detect attempted breaches of perimeter areas.  IDS can be used in conjunction with other measures to provide forced entry protection for after-hours security.  Additionally, alarms for individual and document safety (fire) and other physical hazards (water pipe breaks) are recommended. Alarms shall annunciate at an on-site protection console, a central station, or local police station.  Physical security IDS include, but are not limited to door and window contacts, magnetic switches and motion sensors designed to set off an alarm at a given location when the sensor is disturbed.
The contractor monitors real-time physical intrusion alarms and surveillance equipment.
Control
Description
Status
PE-6(9)
Is the number of entrances into the restricted area kept to a minimum and each entrance controlled?
IRM Number
IRM Section Title
IRM Guidance
10.2.14.5(2)
Restricted Area
(2) Restricted Areas shall have signs prominently posted as a “Restricted Area” and separated from other areas by physical barriers which will control access. The number of entrances will be kept to a minimum and each entrance controlled. Adequate control will be provided by locating the desk of a responsible employee at the entrance to assure that only authorized persons, with an official need, enter (see Exhibit 10.2.14-1). Only individuals assigned to the area will be provided Restricted Area ID cards.
Control
Description
Status
PE-8(1)
Is a Restricted Area Register visitor log maintained at the main entrance to the restricted area? This would apply to IRS work areas, when there is a need to monitor visitor access.
Control Name
Control Description
Expected Result
PE-8
Visitor Access Records
Designated officials or designees within the organization shall review the visitor access records, at least annually.
The visitor access log shall contain the following information:
•   Name and organization of the visitor,
•   Signature of the visitor,
•   Form of identification,
•   Date of access,
•   Time of entry and departure,
•   Purpose of visit, and
•   Name and organization of person visited.

The contractor shall maintain visitor access records to the facility where the information system resides. Visitor access records are not required for publicly accessible areas.

The restricted area registers must be retained for at least a year.
Control
Description
Status
PE-8(2)
Is the Restricted Area Register closed out at the end of each month?
Control Name
Control Description
Expected Result
PE-8
Visitor Access Records
Designated officials or designees within the organization shall review the visitor access records, at least annually.
The visitor access log shall contain the following information:
•   Name and organization of the visitor,
•   Signature of the visitor,
•   Form of identification,
•   Date of access,
•   Time of entry and departure,
•   Purpose of visit, and
•   Name and organization of person visited.

The contractor shall maintain visitor access records to the facility where the information system resides. Visitor access records are not required for publicly accessible areas.

The restricted area registers must be retained for at least a year.
Control
Description
Status
PE-8(3)
Is the Restricted Area Register maintained for at least a year?
Control Name
Control Description
Expected Result
PE-8
Visitor Access Records
Designated officials or designees within the organization shall review the visitor access records, at least annually.
The visitor access log shall contain the following information:
•   Name and organization of the visitor,
•   Signature of the visitor,
•   Form of identification,
•   Date of access,
•   Time of entry and departure,
•   Purpose of visit, and
•   Name and organization of person visited.

The contractor shall maintain visitor access records to the facility where the information system resides. Visitor access records are not required for publicly accessible areas.

The restricted area registers must be retained for at least a year.
Control
Description
Status
PE-8(4)
Is an Authorized Access List maintained for the Restricted Area?
Control Name
Control Description
Expected Result
PE-8
Visitor Access Records
Designated officials or designees within the organization shall review the visitor access records, at least annually.
The visitor access log shall contain the following information:
•   Name and organization of the visitor,
•   Signature of the visitor,
•   Form of identification,
•   Date of access,
•   Time of entry and departure,
•   Purpose of visit, and
•   Name and organization of person visited.

The contractor shall maintain visitor access records to the facility where the information system resides. Visitor access records are not required for publicly accessible areas.

The restricted area registers must be retained for at least a year.
Control
Description
Status
PE-8(5)
Is the Access List updated periodically?
Control Name
Control Description
Expected Result
PE-8
Visitor Access Records
Designated officials or designees within the organization shall review the visitor access records, at least annually.
The visitor access log shall contain the following information:
•   Name and organization of the visitor,
•   Signature of the visitor,
•   Form of identification,
•   Date of access,
•   Time of entry and departure,
•   Purpose of visit, and
•   Name and organization of person visited.

The contractor shall maintain visitor access records to the facility where the information system resides. Visitor access records are not required for publicly accessible areas.

The restricted area registers must be retained for at least a year.
Control
Description
Status
PE-9
Is access to power equipment and cabling protected from damage and destruction? 
Control Name
Control Description
Expected Result
PE-9
Power Equipment and Power Cabling
Examine organizational records, documents, and the facility where the information system resides to determine if the organization protects power equipment and power cabling for the information system from damage and destruction.
The system power equipment and power cabling is protected from damage and destruction.
Control
Description
Status
PE-10(1)
Is there a computer complex water flow device, which will automatically disconnect the power to all electronic equipment in the computer area and to the air conditioning system serving the area? (When the sprinkler test drain is turned on, the water flow device must disconnect the power to all equipment and air conditioning within 30 seconds.)
Control Name
Control Description
Expected Result
PE-10(1)
Emergency Power
Interview selected organizational personnel with physical and/or environmental protection responsibilities and examine organizational records, documents, and the facility where the information system resides to determine if the organization provides a short-term uninterruptible power supply to facilitate an orderly shutdown of the system in the event of a primary power source loss.
The results of the last tested power outage demonstrated the availability of a short-term power supply for the system
Control
Description
Status
PE-10(2)
Are there Emergency shut--down push buttons (controls) installed at each principal computer complex exit? 
Control Name
Control Description
Expected Result
PE-10(2)
Emergency Power
Examine organizational records or documents to determine if the results of the last tested power outage demonstrated the availability of a short-term power supply for the information system.
The agency assigns responsibility to specific parties and defines specific actions to ensure that this control is implemented.
Control
Description
Status
PE-10(3)
When Emergency Shutdown push buttons are activated, do they disconnect the power to all electronic equipment in the computer area and to the air conditioning system serving the area?
Control Name
Control Description
Expected Result
PE-10(3)
Emergency Power
Examine organizational records or documents to determine if the organization assigns responsibility to specific parties and defines specific actions to ensure that the Emergency Power control is implemented.
Specific responsibility is assigned to the appropriate personnel to ensure that Emergency Power controls are implemented
Control
Description
Status
PE-11(1)
Are there Sensors installed  to detect power failure of main feeder supplying computer power systems with appropriate annunciation on the on--site protection console?
Control Name
Control Description
Expected Result
PE-11(1)
Emergency Lighting
Interview selected organizational personnel with physical and/or environmental protection responsibilities and examine organizational records, documents, and the facility where the information system resides to determine if the organization employs and maintains an automatic emergency lighting system that activate in the event of a power outage or disruption and that covers emergency exits and evacuation routes.
Emergency lighting system is in place that activates in the event of a power outage or disruption and that it covers emergency exists and evacuation routes.
Control
Description
Status
PE-11(2)
Are there local emergency exit alarms? 
Control Name
Control Description
Expected Result
PE-11(2)
Emergency Lighting
Examine organizational records or documents to determine if the results of the last tested power outage demonstrated that the emergency lighting system was operational and fully functional.
The results of the last tested power outage demonstrated that the emergency lighting system was operational and fully functional.
Control
Description
Status
PE-12(1)
Are Emergency "Path--of--Light" lighting and exit lights above each fire exit?
Control Name
Control Description
Expected Result
PE-12 
Emergency Lighting
The contractor employs and maintains automatic emergency lighting for the information system that activates in the event of a power outage that covers emergency exits and evacuation routes within the facility.
Control
Description
Status
PE-13(1)
Does the building have a fire alarm system?
Control Name
Control Description
Expected Result
PE-13
Fire Protection
The contractor maintains fire suppression, detection, and notification (alarms) devices for the information and/or information systems.  

Class A and Class C fire extinguishers shall be prominently located within any office complex containing IT assets so that an extinguisher is available within 50 feet of travel.

Devices shall be supported by an independent power source and appropriate for the size of the facility being protected/safeguarded.
The contractor employs an automatic fire suppression capability for the information system when the facility is not staffed on a continuous basis.  

When the facility is used to store large volumes of SBU information in warehouse and/or storage facilities, the contractor shall ensure that sprinkler systems and/or water suppression equipment shall be in place to minimize damage to critical historical files.

Control
Description
Status
PE-13(2)
Is there Sprinkler protection for returns files and warehouse areas?
Control Name
Control Description
Expected Result
PE-13(2)
Temperature & Humidity Conditions
Examine the facility where the information system resides to determine if the temperature and humidity controlling systems are in place and functioning as intended.
The temperature and humidity controls at the facility where the system resides are functioning as intended.
Control
Description
Status
PE-13(3)
Are there  Manual fire alarm and evacuation systems? 
Control Name
Control Description
Expected Result
PE-13(3)
Temperature & Humidity Conditions
Examine organizational records or documents to determine if the organization assigns responsibility to specific parties and defines specific actions to ensure that the Temperature and Humidity control is implemented.
The agency assigns responsibility to specific parties and defines specific actions to ensure that this control is implemented.
Control
Description
Status
PE-13(4)
Are separately valved wet pipe, water sprinkler system (pipe scheduled or hydraulically designed type) inside the entire firewall, encapsulated computer room and tape library areas with automatic power cut--off capability? (National Fire Protection Association (NFPA) Standard No. 13 provides details on installation of acceptable sprinkler systems)?
Control Name
Control Description
Expected Result
PE-13(4)
Temperature & Humidity Conditions
Interview selected organizational personnel with physical and/or environmental protection responsibilities and examine organizational records or documents to determine if the sprinkler system has automatic power cut-off capability.
The sprinkler system at the facility where the system resides is functioning as intended and has automatic power cut-off capability.
Control
Description
Status
PE-13(5)
Are there manual fire alarm and evacuation system with pull boxes at each door leading out of the encapsulated area? 
Control Name
Control Description
Expected Result
PE-13(5)
Temperature & Humidity Conditions
Interview selected organizational personnel with physical and/or environmental protection responsibilities and examine organizational records, documents, and the facility where the information system resides to determine if the organization has in place a manual fire alarm and evacuation system with pull boxes at each door leading out of the encapsulated area.
Pull boxes are in place that can be manually activated in the event of an emergency.
Control
Description
Status
PE-13(6)
Is there a system to continuously monitor all electronic detection, extinguishing, and environmental and utility support systems to detect abnormal conditions?
Control Name
Control Description
Expected Result
PE-13(6)
Temperature & Humidity Conditions
Interview selected organizational personnel with physical and/or environmental protection responsibilities and examine organizational records, documents, and the facility where the information system resides to determine if the organization has in place a system to continuously monitor all electronic detection, extinguishing, and environmental and utility support systems to detect abnormal conditions?
The organization has a system and controls in place to monitor and detect abnormal conditions and it is functioning as intended.
Control
Description
Status
PE-13(7)
Is there one hour fire resistive separation of the computer (electronic equipment) area perimeter from adjoining areas to protect the electronic equipment from the damaging effects of a fire which may occur outside the equipment area?
Control Name
Control Description
Expected Result
PE-13(7)
Temperature & Humidity Conditions
Is there one hour fire resistive separation of the computer (electronic equipment) area perimeter from adjoining areas to protect the electronic equipment from the damaging effects of a fire which may occur outside the equipment area?
Control
Description
Status
PE-13(8)
Are Class A and Class C fire extinguishers prominently located within the office complex so that an extinguisher is available within 50 feet of travel?
Control Name
Control Description
Expected Result
PE-13
Fire Protection
The contractor maintains fire suppression, detection, and notification (alarms) devices for the information and/or information systems.  

Class A and Class C fire extinguishers shall be prominently located within any office complex containing IT assets so that an extinguisher is available within 50 feet of travel.

Devices shall be supported by an independent power source and appropriate for the size of the facility being protected/safeguarded.
The contractor employs an automatic fire suppression capability for the information system when the facility is not staffed on a continuous basis.  

When the facility is used to store large volumes of SBU information in warehouse and/or storage facilities, the contractor shall ensure that sprinkler systems and/or water suppression equipment shall be in place to minimize damage to critical historical files.

Control
Description
Status
PE-13(9)
Does the ionization system cover 400 square feet coverage per ceiling mounted detector) and are there separate zones on the on--site protection console to indicate alarm conditions and supervisory service (trouble conditions)?
Control Name
Control Description
Expected Result
PE-13(9)
Temperature & Humidity Conditions
Does the ionization system cover 400 square feet coverage per ceiling mounted detector) and are there separate zones on the on--site protection console to indicate alarm conditions and supervisory service (trouble conditions)?
Control
Description
Status
PE-13(10)
Are there local emergency exit alarms?
Control Name
Control Description
Expected Result
PE-13
Fire Protection
The contractor maintains fire suppression, detection, and notification (alarms) devices for the information and/or information systems.  

Class A and Class C fire extinguishers shall be prominently located within any office complex containing IT assets so that an extinguisher is available within 50 feet of travel.

Devices shall be supported by an independent power source and appropriate for the size of the facility being protected/safeguarded.
The contractor employs an automatic fire suppression capability for the information system when the facility is not staffed on a continuous basis.  

When the facility is used to store large volumes of SBU information in warehouse and/or storage facilities, the contractor shall ensure that sprinkler systems and/or water suppression equipment shall be in place to minimize damage to critical historical files.

Control
Description
Status
PE-13(11)
Are Class A and Class C fire extinguishers prominently located within the computer complex so that an extinguisher is available within 50 feet of travel?
Control Name
Control Description
Expected Result
PE-13(11)
Temperature & Humidity Conditions
Are Class A and Class C fire extinguishers prominently located within the computer complex so that an extinguisher is available within 50 feet of travel?
Control
Description
Status
PE-13(12)
Are the Main doors to computer areas and tape libraries provided the integrity of the firewall? 
Control Name
Control Description
Expected Result
PE-13(12)
Temperature & Humidity Conditions
Are the Main doors to computer areas and tape libraries provided the integrity of the firewall? 
Control
Description
Status
PE-14(1)
Are Room temperature and humidity supervision devices that will detect an abnormal temperature or an abnormal humidity condition within the area. Each device must be separately annunciated on the on--site protection console?
Control Name
Control Description
Expected Result
PE-14(1)
Water Damage Protection
Interview selected organizational personnel with physical and/or environmental protection responsibilities and examine organizational records or documents to determine if the organization protects the information system from water damage by ensuring that master shutoff valves are accessible, working properly, and known to key personnel.
Master shutoff valves are accessible, working properly, and known to key personnel to prevent water damage.
Control
Description
Status
PE-14(2)
Does each device annunciate separately on the on--site protection console?
Control Name
Control Description
Expected Result
PE-14(2)
Water Damage Protection
Examine the facility where the information system resides to determine if the master shutoff valves are accessible and working properly.
Master shutoff valves are accessible and working properly.
Control
Description
Status
PE-14(3)
Is the Air conditioning and ventilating systems in compliance with Section 301 of RP--1 and NFPA Standard No. 90A to ensure that the systems are designed to prevent the spread of fire, smoke and fumes from exposed areas into the computer room or tape library.
Control Name
Control Description
Expected Result
PE-14(3)
Water Damage Protection
Examine organizational records or documents to determine if the results of the last test of the environmental controls of the facility where the information system resides demonstrate that the master shutoff valves are working properly.
Last test of environmental controls demonstrated that the master shutoff valves are accessible and working properly.
Control
Description
Status
PE-15(1)
Does Sprinkler water flow contain alarms and supply valve supervision? 
Control Name
Control Description
Expected Result
PE-15(1)
Delivery & Removal
Interview selected organizational personnel with physical and/or environmental protection responsibilities and examine organizational records or documents to determine if the organization controls the information system-related items (i.e., hardware, firmware, software) entering and exiting the facility where the system resides and maintains appropriate records of those items.
Records are maintained for all system related items including hardware, firmware and software entering and exiting the system facility.
Control
Description
Status
PE-15(2)
Are there Floor drains or sump pumps to provide water drainage in the event of a sprinkler head activation or a plumbing leak above the ceiling or under the floor?
Control Name
Control Description
Expected Result
PE-15(2)
Delivery & Removal
Examine organizational records or documents to determine if the organization assigns responsibility to specific parties and defines specific actions to ensure that the Delivery and Removal control is implemented.
The agency assigns responsibility to specific parties and defines specific actions to ensure that this control is implemented.
Control
Description
Status
PE-15(3)
Is there a Sprinkler shut--off valve (also called OS&Y) that controls the sprinkler system to the computer and/or library? 
Control Name
Control Description
Expected Result
PE-15(3)
Delivery & Removal
Interview selected organizational personnel with physical and/or environmental protection responsibilities and examine organizational records or documents to determine if the organization consistently controls the delivery and removal of information system-related items from the facility where the system resides on an ongoing basis.
The delivery and removal of information system-related items from the facility is consistently controlled
Control
Description
Status
PE-15(4)
Are plastic waterproof covers stored at some convenient location for use in case of an emergency?
Control Name
Control Description
Expected Result
PE-15(4)
Delivery & Removal
Are plastic waterproof covers stored at some convenient location for use in case of an emergency?
Control
Description
Status
PE-16(1)
Is there documentation as to how sensitive information (SBU) is received?
Control Name
Control Description
Expected Result
PE-16
Delivery and Removal
For all IT information systems that house SBU information, the contractor shall authorize and control information system-related items entering, and exiting the facility, and maintain appropriate records of those items.

The authorization process shall define individuals who are authorized to remove IT related equipment and/or other records.
If mailrooms are used, controls shall be put in place to ensure mail is also controlled, once received.
Control
Description
Status
PE-16(2)
Is receipt of sensitive information (SBU) acknowledged, logged in and notification returned to IRS?
Control Name
Control Description
Expected Result
PE-16
Delivery and Removal
For all IT information systems that house SBU information, the contractor shall authorize and control information system-related items entering, and exiting the facility, and maintain appropriate records of those items.

The authorization process shall define individuals who are authorized to remove IT related equipment and/or other records.
If mailrooms are used, controls shall be put in place to ensure mail is also controlled, once received.
Control
Description
Status
PE-16(3)
Is sensitive information (SBU) received through the Mailroom, if yes, does Mailroom acknowledge receipt and log in Package?
Control Name
Control Description
Expected Result
PE-16
Delivery and Removal
For all IT information systems that house SBU information, the contractor shall authorize and control information system-related items entering, and exiting the facility, and maintain appropriate records of those items.

The authorization process shall define individuals who are authorized to remove IT related equipment and/or other records.
If mailrooms are used, controls shall be put in place to ensure mail is also controlled, once received.
Control
Description
Status
PE-16(4)
Is there a list of names of employees authorized to approve property removal?
Control Name
Control Description
Expected Result
PE-16
Delivery and Removal
For all IT information systems that house SBU information, the contractor shall authorize and control information system-related items entering, and exiting the facility, and maintain appropriate records of those items.

The authorization process shall define individuals who are authorized to remove IT related equipment and/or other records.
If mailrooms are used, controls shall be put in place to ensure mail is also controlled, once received.
Controls 
Reviewed 
Status
Justification
PE-1
PE-3(1)
PE-3(2)
PE-3(3)
PE-3(4)
PE-3(5)
PE-3(6)
PE-3(7)
PE-3(8)
PE-3(9)
PE-3(10)
PE-3(11)
Controls 
Reviewed 
Status
Justification
PE-3(12)
PE-3(13)
PE-3(14)
PE-3(15)
PE-3(16)
PE-3(17)
PE-3(18)
PE-13(1)
PE-13(2)
PE-13(3)
PE-13(4)
PE-13(5)
Controls 
Reviewed 
Status
Justification
PE-13(6)
PE-13(7)
PE-13(8)
PE-13(9)
PE-13(10)
PE-13(11)
PE-13(12)
PE-15(1)
PE-15(2)
PE-15(3)
PE-15(4)
Controls 
Reviewed 
Status
Justification
PE-1
PE-2(1)
PE-2(2)
PE-2(3)
PE-2(4)
PE-2(5)
PE-2(6)
PE-2(7)
PE-2(8)
PE-3(1)
PE-3(2)
PE-3(3)
PE-3(4)
PE-3(5)
PE-3(6)
PE-3(7)
PE-3(8)
PE-3(9)
PE-3(10)
PE-3(11)
PE-3(12)
PE-3(13)
PE-3(14)
PE-3(15)
PE-3(16)
Controls 
Reviewed 
Status
Justification
PE-3(17)
PE-3(18)
PE-4(1)
PE-4(2)
PE-4(3)
PE-4(4)
PE-6(1)
PE-6(2)
PE-6(3)
PE-6(4)
PE-6(5)
PE-6(6)
PE-6(7)
PE-6(8)
PE-6(9)
PE-8(1)
PE-8(2)
PE-8(3)
PE-8(4)
PE-8(5)
PE-9
PE-10(1)
PE-10(2)
PE-10(3)
PE-11(1)
Controls 
Reviewed 
Status
Justification
PE-11(2)
PE-12(1)
PE-13(1)
PE-13(2)
PE-13(3)
PE-13(4)
PE-13(5)
PE-13(6)
PE-13(7)
PE-13(8)
PE-13(9)
PE-13(10)
PE-13(11)
PE-13(12)
PE-14(1)
PE-14(2)
PE-14(3)
PE-15(1)
PE-15(2)
PE-15(3)
PE-15(4)
PE-16(1)
PE-16(2)
PE-16(3)
PE-16(4)
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